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Preface

1. Preface
1.1 Intended Audience

This document is intended for the following audience:
e  Customers

. Partners

1.2 Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

1.3 Access to Oracle Support
Oracle customers have access to electronic support through My Oracle Support. For information, visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

1.4  Structure
This manual is organized into the following categories:

Preface gives information on the intended audience. It also describes the overall structure of the User
Manual.

The subsequent chapters cover following:
e Introduction

e  Prerequisites

e Installation

e Post Installation Steps

. Product Verification

1.5 Related Information Sources

For more information on Oracle Banking Digital Experience Release 17.2.0.0.0, refer to the following
documents:

e Oracle Banking Digital Experience Licensing Guide

e Oracle Banking Digital Experience Installer Pre-Requisite Setup Manual
e Oracle Banking Digital Experience OBP Base Setup and Configuration

e Oracle Banking Digital Experience OBP US LZN Setup and Configuration
o Oracle Banking Digital Experience OFSLL Setup Configuration

e Oracle Banking Digital Experience Origination Social Media Integration

e Oracle Banking Digital Experience OHS User Interface Configuration

e  Oracle Banking Digital Experience Chatbot Configuration

e Oracle Banking Digital Experience Mobile Application Builder-Android

e Oracle Banking Digital Experience Mobile Application Builder-iOS
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e  Oracle Banking Digital Experience Security Guide
e Oracle Banking Digital Experience Third Party Configuration
e User Manual Oracle Banking Digital Experience Core

e  Oracle Banking Digital Experience File Upload Report Configuration
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Introduction

2. Introduction
2.1 Purpose of the Document

The purpose of the OBDX Installation Manual is to provide a step by step overview on the
installation process of the solution.

It includes:

e  Prerequisites software installation required for OBDX & OBDX installer

e  Setup of OBDX with Oracle’s own Core Banking and Origination Products.
e Running the installation in silent mode

e Advanced Configurations (Post installation)

° Installation Verification

Oracle Banking Digital Experience Installer User Manual 6



Prerequisites

3. Prerequisites

OBDX pre-requisite software should be installed and available before proceeding.

For OBDX pre-requisite software setup refers document “Oracle Banking Digital Experience Installer Pre-
Requisite Setup Manual” mentioned in section 1.5 Related Information Sources.

Installer Pre-requisite verification

Post installation of OBDX Installer prerequisite software’s, verification can be done using below steps.

Note: Verification should be performed on Server where Oracle Weblogic is locally installed and by OS
user (which is owner for Oracle Weblogic home directory) for non-root steps. The same user will be used
to execute installer.

Oracle Instant client

Step 1: Login using root user.

Step 2 : Run below command to verify if Oracle Instant client is installed.

rpom —ga | grep oracle

Note: Above package verification command is specific to Oracle Linux and RHEL distributions only. For
other Linux distributions or OS please refer to OS specific package manager documentation.

Python
Step 1: Execute python -V command

python -V

Note: Ensure Python 2.7.5 supported version is installed. Above command should reflect the same.

cx Oracle & Urwid

Step 1: Execute python command
python

Note: Ensure Python 2.7.5 version should be available in PATH variable. Above execution should be
done using Python 2.7.5.
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Prerequisites

Step 2: Import Urwid and check version

import urwid (Press Enter)

urwid.__version__

If version is displayed, then Urwid is installed and available for use.

Note: Ensure Urwid 1.3.1 supported version is installed. Above command should reflect the same.

Step 3: Similarly import cx_Oracle and check version

import cx_Oracle (Press Enter)

cx_Oracle.version

If version is displayed, then cx_Oracle is installed and available for use.

Note: Ensure cx_Oracle 5.2.1 supported version is installed. Above command should reflect the same.

Oracle Banking Digital Experience Installer User Manual 8



Installation

4. Installation

Pre-Installation

e Install all the prerequisite software and packages mentioned above

Steps of Installation
¢ Download and extract the installer zip file.
e Navigate to “OBDX_Installer\core\config”

o  Open the “installer.properties” file

[ /tmp/OBDX Installer/framework/core/configy/installer. properties - obdxdevops@mumD0bsy - Editor - WinSCP - X

El [1 @ a ﬁﬁc E Encoding ¥ Cu\m'(\g} Q

# Installer Properties
#
# ALl entries to be made immediately after the '=' and WITHOUT quoatation merks. i.e '" or ™"

SEodE dE W

#iddleware home path. Example /home/obdxuser/Oracle/Middleware/Oracle_Home - where you have directories like wlserver,oracle_common etc.
MiddlewareHome=

#JAVA home path. Example /home/obdxuser/jdk18
JAVA_HOME=

#Path where 0BDX is to be installed.
INSTALLATION_HOME=

#lame of cluster; this cluster can be a single server cluster.
(lustertame=

#Number of machines in the cluster (1 or more).
NoofMachine=

#Host names or IP adresses of managed servers participating in the cluster separated by a colon ':'
(lusterMachinelamelist=

#Host machine port. It is the port to access the administrative page of the weblogic server on the installation environment. Generally port 781 is used as the admin se
HostMachinePort=

#Host machine SSL port. It is the port used to securely access(https) the administrative page of the weblogic server on the installation environment. Generally port 7@
HostMachineSSLPort=

{ - - ) - V >
Line: 1/165 Column: 1 Character 35 (0x23) Encoding: 1252 (ANSI - Lat

IMPORTANT:

e Enter the values right after the “=" sign
e DO NOT change anything to the left of the “=”

e DO NOT change any of the flag values or pre-filled values (such as DataSourceName,
DataSourceJNDI, Flag values etc).

“n

o  Ensure there is no blank space after “=" sign
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Only below parameters should be set in installer.properties file.

Installation

Component | Parameter Description Example
Enter the hostname of the
database server which would host
the database schema for OBDX
DatabaseHostName and RCU 0fss310759
Enter the port no. of the database
DatabaseHostPort listener 1521
The Oracle System ID (SID) or
Service Name is used to uniquely
identify a particular database on a
system. This should be the same
OBDX DB SID used during the database
DatabaseHostSID installation. OBDXSID
Enter the username with 'sys'
DB_SYS_USER privileges Sys
For OBDX schema name like
POST_FIX "OBDX_DEV" POST FIX is 'DEV' DEV
DIRECTORY_NAME Enter the Oracle directory name in
which you want the database | opATCH LOG DI
datafile (dbf) to be created. R - -
Enter only the name NOT the path
DatabaseHostNameU | Enter the hostname for the UBS
BS HOST database host server 0fss310759
DatabaseHostPortUB | Enter the port no. of the UBS
S database listener 1521
Enter the Complete UBS B1A1l
(HostInterface) schema name you
SCHEMA NAME_UB | want installer to create as new
S schema. UBSSCHEMA123
UBS DB Enter the Oracle Directory name in
which you want the UBS B1Al
(HostInterface) schema datafile
(dbf).
DIRECTORY_NAME_ | Enter only the name and NOT the
UBS path OPATCH_LOG_DIR
Enter the username with 'sys'
DB_SYS_USER_UBS | privileges sys
DatabaseHostSID_UB | Enter the UBS Host database SID
S or Service Name UBSSID

Oracle Banking Digital Experience Installer User Manual
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Installation

Enter the EXISTING UBS Host

ClusterName

UBS_SCHEMA schema name OBDXUBS
Enter the Country code for UBS
UBS_CCY HOME Branch GB
UBS_HB Enter the Branch code for
code for UBS HOME Branch AT3
Middleware home path. Example
/home/obdxuser/Oracle/Middlewar
e/Oracle_Home - where you have | /home/obdxuser/Or
directories like | acle/Middleware/Or
MiddlewareHome wlserver,oracle_common etc. acle_Home
Path  where JAVA (JDK) s /home/obdxuser/jdk1l
JAVA_HOME installed 8
Path where OBDX is to be
installed. All configuration files will
be copied as a sub-directory
“config” under this directory. DO
NOT KEEP
INSTALLATION_HOM | INSTALLATION_HOME AS
E MiddlewareHome. /home/obdxuser/obdx
Path where OBDX Weblogic
domain should be created. Users
can now enter custom path as per | /home/obdxuser/dom
WEBLOGIC DOMAIN_PATH their requirements. ains
SERVER Name of cluster; this cluster would

only have single managed server.

obdx_cluster

NoofMachine

Number of machines in the cluster.
Currently only single node is
supported.

ClusterMachineName
List

Host names or IP addresses of
managed servers participating in
the cluster separated by a colon "'
Currently only single node is
supported.

0fss310759

HostMachinePort

Host machine port. It is the port to
access the administrative page of
the weblogic server on the
installation environment. Generally
port 7001 is used as the admin
server port.

7001

Oracle Banking Digital Experience Installer User Manual
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Installation

HostMachineSSLPort

Host machine SSL port. It is the
port used to securely access
(https) the administrative page of
the weblogic server on the
installation environment. Generally
port 7002 is used as the admin
server port.

7002

NodeManagerPort

Node manager port. This port will
be used to run node manager
corresponding to the managed
server. Custom ports are
supported.

5556

ManagedServerName

Managed server name. This will be
the name of the managed server
created in the cluster followed by

indexes. eg- If this is set as 'clip’
managed servers would be
clipletc.

clip

ManagedServerPort

Managed Server Port. Managed
server will utilize this port for
hosting OBDX components and
associated resources.

9001

DomainName

Enter Weblogic Domain name.

obdx_domainl

DomainUserID

Domain user ID and password. In
order to restrict the access of
domain, credentials are needed.
The user id will be used to access
the Weblogic Administrator
Console.

weblogic

AsyncFailureLogFileSt
ore

Set the path for the persistence
stores of the AsyncFailure JMS
modules. DO NOT KEEP path as
INSTALLATION_HOME or as
sub directory inside
INSTALLATION_HOME.

/scratch/obdx/
AsyncFailure

Set the paths for the persistence
stores of the FileUpload JMS
modules. DO NOT KEEP path as
INSTALLATION_HOME or as

sub directory inside | /scratch/obdx/
FileUploadFileStore INSTALLATION_HOME. FileUpload

Set the paths for the persistence

stores of the Audit IMS modules.

DO NOT KEEP path as

INSTALLATION_HOME or as

sub directory inside
AuditFileStore INSTALLATION_HOME. /scratch/obdx/Audit
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Installation

ReportsFileStore

Set the paths for the persistence
stores of the Reports JMS
modules. DO NOT KEEP path as
INSTALLATION_HOME or as
sub directory inside
INSTALLATION_HOME.

/scratch/obdx/Repo
rts

ExtSystemReceiverFil
eStore

Set the paths for the persistence
stores of the ExtSystemReceiver
JMS modules. DO NOT KEEP
path as INSTALLATION_HOME
or as sub directory inside
INSTALLATION_HOME.

/scratch/obdx/Recei
ver

ExtSystemSenderFile
Store

Set the paths for the persistence
stores of the ExtSystemSender
JMS modules. DO NOT KEEP
path as INSTALLATION_HOME
or as sub directory inside
INSTALLATION_HOME.

/scratch/obdx/Send
er

Set the IP and port for UBS
Managed server where JMS queue

10.184.135.59:786
0

JMSForeignServerUR | are available (Specific to OBDX —
L UBS flavor)
STB schema name prefix. If schema
RCU name is OBDX_STB then OBDX is the
STBSchemaPrefix prefix. OBDXSTB40
Note: Apart from above any other property values should not be modified
Oracle Banking Digital Experience Installer User Manual 13




Installation

Ensure ORACLE_HOME, JAVA HOME variable are set and their binaries are available in PATH variable
before proceeding.

Login with OS user which was used to perform OBDX software installation (or has ownership on Oracle
Weblogic home directory)

Ensure OBDX Installation home and filestore path maintained in installer.properties exists and user
running the installer has read-write permissions.

e  From your terminal navigate to OBDX_lInstaller/
e  Enter the following command

python runinstaller.py

Select the appropriate flavor for Installation

@ @obdxwls:/scratch/Installer/OBDX_Installer . . ' B i E@éj

Oracle Banking Digital Experience

Installation with Third Part

Select the mode of Installation

Oracle Banking Digital Experience Installer User Manual 14



@ @obdxwls:/scratd

Hew Imstallation

Mode of Installation - New Installation

° New installation

In-case of a fresh installation of OBDX with appropriate flavor for the first run on server.

Below screens would appear with respective to flavor selected

OBDX (Installation with Third Party System)

@ @obdwwls:/scratch/jenkins/OBDX Installer

Oracle Banking Digital Experience

Oracle Banking Digital Experience Installer User Manual

15

Installation



Installation

Enter below passwords:

e  SYS privilege user password where OBDX schema would be created
e OBDX schema password

e OBDX STB schema password

¢  Weblogic console administrator user password

OBDX with UBS (Installation with Universal Banking Solution)
£ @obdxwlss/scratch/jenkins/OBDX Installer . _‘ _‘ e

Oracle Banking Digital Experience

Enter below passwords:

e  SYS privilege user password where OBDX schema would be created
e  OBDX schema password

e OBDX STB schema password

¢  Weblogic console administrator user password

e  SYS privilege user password where UBS host schema exists

e  Existing UBS HOST schema password

e New OBDX EXT schema password

OBDX with OBP (Installation with Oracle Banking Platform)

No additional input required. Screen is same as seen in OBDX flavor.

OBDX with FLL (Installation with Oracle Financial Services Lending and Leasing)

No additional input required. Screen is same as seen in OBDX flavor.

Oracle Banking Digital Experience Installer User Manual 16



Installation

Mode of Installation - Clean and Install

In-case of an existing OBDX installation that you want to overwrite OR in case of a previously failed
installation user can opt for this option.
Pre-requisites

e  Weblogic domain processes should be down (i.e. AdminServer, NodeManager, Managed Servers,
Derby etc)

e No open session (user should not be logged-in) with OBDX database schema (and OBDX EXT
schema in-case of OBDX UBS flavor) and RCU schema.
Key pointers

e OBDX schema (and OBDX EXT schema in-case of OBDX UBS flavor) and RCU schema would be
dropped and recreated (as per installer.properties). Tablespace would be re-used.

e  Weblogic domain (as per installer.properties) would be deleted and created again.

e Installation Home would be cleaned up and all files/ sub-directories would be deleted.

Note: All input screens are similar to new installation option and as per the flavor opted.

Installation Status

After selecting the mode and entering all required details, the status is displayed (as shown below) on the
terminal to indicate the progress of the installation.

Oracle Banking Digital Experience Installer User Manual 17



5. stallation In Silent Mode

This chapter describes how to run the OBDX installer in silent mode.

What is silent-mode installation?

stallation In Silent Mode

During installation in silent mode, the installation program reads the details for your configuration from the
environment properties and installer.properties that you set for the session before beginning the
installation. The installation program does not display any configuration options during the installation

process.

Steps for Silent-Mode Installation

° Set the environment variables

Below parameters should be set in environment variables

OBDX with UBS
(Installation with
Universal Banking
Solution)

Parameter Description
FLAVOUR Flavour for installation
‘UBS’ for OBDX with UBS installation
(Installation with Universal Banking Solution)
MODE Mode of installation.

‘New’ in-case of a fresh installation of OBDX for
the first run on server

‘Clean’ in-case of an existing OBDX installation
that you want to overwrite OR in case of a
previously failed installation

DB_SYS_PASSWORD

Sys password of OBDX database (Existing)

SCHEMA_PASS

Password for new schema on OBDX database

STBPassword

Password for STB schema

DomainPassword

Password for weblogic admin console

DB_SYS_PASSWORD_UBS

Sys password of UBS database (Existing)

UBS_PASS

Password of existing HOST UBS schema
(Existing)

SCHEMA_PASS_UBS

Password for new B1A1 schema on UBS
database

FLAVOUR

Flavour for installation

‘OBP’ for OBDX with OBP installation

Oracle Banking Digital Experience Installer User Manual
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stallation In Silent Mode

OBDX with OBP
(Installation with
Oracle Banking
Platform)
/

FLL (Installation
with Oracle
Financial Services
Lending and
Leasing)

/

OBDX (Installation
with Third Party
System)

(Installation with Oracle Banking Platform)

‘OBDX’ for standalone OBDX installation
(Installation with Third Party System)

‘FLL’ for OBDX with FLL installation (Installation
with Oracle Financial Services Lending and
Leasing)

Mode

Mode of installation.

‘New’ in-case of a fresh installation of OBDX for
the first run on server

‘Clean’ in-case of an existing OBDX installation
that you want to overwrite OR in case of a
previously failed installation

DB_SYS_PASSWORD

Sys password of OBDX database (Existing)

SCHEMA_PASS

Password for new schema on OBDX database

STBPassword

Password for STB schema

DomainPassword

Password for weblogic admin console

¢  Run the runinstaller.py file with ‘—silent’ argument

Oracle Banking Digital Experience Installer User Manual
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stallation In Silent Mode

Installation Status

After all passwords are entered, the status is displayed on the terminal to indicate the progress of the
installation.

Oracle Banking Digital Experience Installer User Manual 20



6.

Installer Verification

Installer Verification

Each execution creates a new directory as <DDMonthHHMM> under OBDX_Installer/Execlnstances

directory where output logs as describe are stored.

Log Description

PATH

Summarized Installer Activity Log

OBDX_Installer/Execlnstances/<DDMonthHHMM>
/logs/obdx _installer.log

Summarized Database Logs

OBDX_Installer/Execlnstances/<DDMonthHHMM>
/logs/db/DB_installation.log

Detailed OBDX DB Logs per SQL
file

OBDX_Installer/Execlnstances/<DDMonthHHMM>
/logs/db/OBDX/*

Detailed UBS DB Logs per SQL

OBDX_Installer/Execlnstances/<DDMonthHHMM>

file /logs/db/UBS/*
OBDX_Installer/Execlnstances/<DDMonthHHMM>
RCU Logs /logs/app/obdx_stb_rcu_1600.log

Weblogic Configuration Logs

OBDX_Installer/Execlnstances/<DDMonthHHMM>
/logs/app/obdx_wls_post.log

Check all the logs for any errors.

Oracle Banking Digital Experience Installer User Manual
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7. Installer Scope

OBDX Installer currently covers below activities:
Flavor: OBDX (Installation with Third Party System)

Installer Scope

New
Flavor Activity Detailed Activity List Installation Clean and Install
Create Tablespace \ NA
Create Schema and v (drop and
Role \ create)
OBDX DB Setup
Grants \ \
Load DB object (DDL's
and DML's) \ \
Compile Schema \ \
RCU schema and \  (drop and
Create Domain V create)
Create and Configure
AdminServer, Machine,
Managed Server and
OBDX Cluster \ N
(Installation
with Third Configure NodeManager | \/
Party System)
Configure JDBC \ \
Weblogic Setup and
Configuration Configure JMS servers,
Persistent stores and
JMS Modules \ \
Application Deployment | \/
JTA l l
Enable Production Mode | \
Start AdminServer and
NodeManager \ \
Copy Config files into
OBDX Installation Home \ (Delete old
OBDX Configuration | and configure and copy new
Preferences.xml (set from installer
AdapterFactories) \ zip)
Oracle Banking Digital Experience Installer User Manual 22




Flavor: OBDX with UBS (Installation with Universal Banking Solution)

Installer Scope

New Clean and
Flavor Activity Detailed Activity List Installation Install
Create Tablespace \ NA
\' (drop and
Create Schema and Role | v create)
OBDX DB Setup
Grants \ \
Load DB object (DDL's
and DML's) \ \
Compile Schema \ \
Create Tablespace \ NA
\ (drop and
Create Schema and Role | v create)
OBDX Grants \ \
EXTSYSTEM DB Load DB object (DDL's
OBDX with | SEtp and DML's) v ol
UBS_
(|ns\t/31iltlstlon DB Link pointing to
Universal OBDX Schema l J
Banki .
ngtigﬁ) Compile Schema \ \
RCU schema and Create \ (drop and
Domain \ create)
Create and Configure
AdminServer, Machine,
Managed Server and
Cluster \ \
Configure NodeManager | v \
Weblogic Setup '
and Configuration Configure JDEC v v
Configure JMS servers,
Persistent stores and
JMS Modules \ \
Application Deployment | \
JTA V l
Enable Production Mode | V \
Oracle Banking Digital Experience Installer User Manual 23



Installer Scope

New Clean and
Flavor Activity Detailed Activity List Installation Install
Start AdminServer and
NodeManager \ \
Copy Config files into
OBDX Installation Home \ (Delete old
OBDX .
; . and configure and copy new
Configuration !
Preferences.xml (set from installer
AdapterFactories) \ zip)
Flavor: OBDX with OBP (Installation with Oracle Banking Platform)
New Clean and
Flavor Activity Detailed Activity List Installation Install
Create Tablespace \/ NA
\ (drop and
OBDX DB Create Schema and Role \/ create)
Setup Grants N V
Load DB object (DDL's and
DML's) \ \
Compile Schema \ \
RCU schema and Create V' (drop and
OBDX with Domain \ create)
OBP
(Installation Create and Configure
with Oracle AdminServer, Machine,
Banking Managed Server and Cluster | \
Platform)
Configure NodeManager \ \
Weblogic Configure JDBC \ \
gitnuﬁp urat%?d Configure JMS  servers,
9 Persistent stores and JMS
Modules v v
Application Deployment \ \
JTA V l
Enable Production Mode \ \
. v v
Start AdminServer and
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Installer Scope

New Clean and
Flavor Activity Detailed Activity List Installation Install
NodeManager
Copy Config files into OBDX \ (Delete old
Installation Home and and copy new
OBDX configure  Preferences.xml from installer
Configuration | (set AdapterFactories) \ zip)

Flavor: OBDX with FLL (Installation with Oracle Financial Services Lending and Leasing)

New Clean and
Flavor Activity Detailed Activity List Installation Install
Create Tablespace \ NA
; \ (drop and
OBDX DB Create Schema and Role create)
Setup Grants N N
Load DB object (DDL's and
DML's) \ \/
Compile Schema \ \
OBDX with RCU Schema and Create v (drop and
FLL Domain v create)
(Ihstallatlon
W,':ti?];)nrggle Create and Configure
Services AdminServer, Machine,
Lending Managed Server and Cluster | \
and
Leasing) Configure NodeManager \ \
Weblogic Configure JDBC \ \
2?;:;? uratié:)r:1d Configure JMS  servers,
9 Persistent stores and JMS
Modules \ \
Application Deployment \ \
JTA v l
Enable Production Mode \ \
| v v
Start AdminServer and
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Installer Scope

New Clean and
Flavor Activity Detailed Activity List Installation Install
NodeManager
Copy Config files into OBDX \ (Delete old
Installation Home and and copy new
OBDX configure  Preferences.xml from installer
Configuration | (set AdapterFactories) \ zip)
Oracle Banking Digital Experience Installer User Manual 26




Post Installation Steps

8. Post Installation Steps

Once Installation is successful and no errors are observed, proceed with below set of steps.

Apply JRF Template

To apply JRF template follow below steps.

e To do this, ensure that the Admin Server is running. Login to the EM (Enterprise Manager) Console
using the following URL.:

http://<hostname>:<admin_port>/em

Note: EM console would be available on same hostname and port which was used for Weblogic Admin
Console for OBDX domain (created via installer), just replace the “/console” with “/em”.

H - x

[ Sign in - Oracle Enterpr= X
€« c ‘G) Not secure | mum0Obzt:8001/emyfaces/targetauth/emasLogin?target=/Domain_OBDX_INS_TEST/OBDX_INS_TEST&type=weblogic_domain&FromContextinitfilter=true {\-| o :

SIGNINTO

Domain  Domain_OBDX_INS_TEST
* User Name
” Password

() Login to Partition

e Enter Weblogic administrator username and password (same used for Weblogic administrator
console login)
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Post Installation Steps

/ [ Signin - Oracle Enterpric X \
< *| @

C | @ Not secure | mum00bzt:8001 fem/faces/targetauth/emasL ogin?target=/Domain_OBDX_INS_TEST/OBDX_INS_TESTéitype=weblogic_domain&FromContextlnitFilter=true

Domain  Domain_OBDX_INS_TEST

* User Name  weblogic

" Password
() Legin to Partition
/ [ OBDXINS_TEST (Oracle X E - X
<« C | © mum00bzt:8001/em/faces/as-weblogic-webLogicDomainHometype=weblogic domain&target=%2FDomain OBDX INS TEST%2FOBDX IS TEST v 0
I WebLogic Domain ¥ weblogic +

ORACLE Enterprise Manager Fusion Middleware Control 12¢.
v EAv |AuoRefesh OF v

=== OBDX_INS_TEST @
3123, 2017 11:43:52 AM UTC 4)

|| WebLogic Domain v

@ Information
Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edit” in the Change Center menu.
Administration Server
Name  AdminServer
Host  obdxwls in_oracle.com
Listen Port 9001
Clusters SSL Listen Port 9002
) Servers
Unknown
View v Create Delete Control v  Ef
cru lica
Name Status  Cluster Machine State Health Listen Port Usag
Usage (%) e
Deployments

AdminServer(admin) 4+ Running oK 9001 1499 5965

Host1 Shutdown unknown 9003 Unavailable  Unavailah

7 bown » OBDX_INS1 & InstallerTest
1w
s

“«
Servers 20f2

Rows Selected 1 Columns Hidden 33

e Click on the Managed Server (as highlighted below)
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Servers
View v Create Delete Control =
Name Status Cluster Machine State
AdminServer{admin) f Running
‘ InstallerTest Host1 Shutdown

Post Installation Steps

Health Listen Port
OK 9001
Unknown 9003

Note : Depending on installer.properties, Managed server will differ from above screenshot.

[ OBDX_INST (Oracle Wet X

< C | ® mum00bzt:8001/emy/!

ORACLE Enterprise Manager Fusion Middieware Control 12c

== ¥ OBDX_INS1©

[ webLogic Server v Start Up Shut Down

@ Information

cesfas-weblogic-webLogicServerHome?type=

eblogic_j2eeserverditarge

b2FDomain_OBDX_INS_TEST%2FOBDX_INS_TEST%2FOBDX_INS1

x

Yo 0

WebLogic Domain ¥ weblogic ¥

Tuv [BAv | AutoRefresh Off

20123, 2017 11:47:46 AM UTC 4)

Key Enterprise Manager features such as monitoring, security and logging are not available because the Java Required Files (JRF) template has not been applied to the cluster. You can apply the JRF template now to enable
these features. The cluster must be restarted for this operation to complete. Note that the JRF template includes application deployments, startup and shutdown classes, as well as changes to the system classpath.

Apply JRF Template

@ Information

Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edit” in the Change Center menu.

Monitoring

General Response and Load
Metrics are unavailable. Apply Version  122.1.2.0
the JRF Template.
State  Shutdown
Server Type  Configured
Deployments Cluster  InstallerTest
» CPU Usage (%) Unavallable
7 oown
Heap Usage (MB)  Unavailable
Java Vendor - Unavailable 1E3AM 1035 1187 1139
July 232017
Most Requested Java Version  Unavailable

Click on “Lock and Edit” option

[} OBDX_INS1 (Oracle Web: X

<&
ORACLE Enterprise Manager Fusion Middleware Control 12¢

C | ® mum00bzt:5001 /em/faces/as-weblogic-webLogicServerHome?typ

-
t=

¥ OBDX_INS1 ©

[ Weblogic Server Start Up Shut Down

@ Information

Key Enterprise Manager features such as monitoring, security and logging are not available because the Java Required Files (JRF) template has not been applied to the cluster. You can
these features. The cluster must be restarted for this operation to complete. Note that the JRF template includes application deployments, startup and shutdown classes, as well as chan

y JRF Template

@ Information

Certain functionality on this page is available only when you own the edit session lock

Monitorin,
9 General

Metrics are unavailable. Apply Version

‘the JRF Template.
State
Server Type
Deployments Clustor
» CPU Usage (%)

7 bown

Heap Usage (MB)
Java Vendor

Most Requested Java Version

«

W Request Processing Time (ms)

(as shown in screenshot).

To obtain the lock, click "Lock and Edit" in the Change Center menu.

Response and Load
122420
Shutdown
Configured
InstallerTest
Unavailable
Unavallable

Unavailabie 1134aM 1136
Tuly 23 2017

11:38 11:40

Unavailable «

W Request Processing Time (ms)
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eblogic_j2eeserverfitarget=%2FDomain_OBDX_INS_TEST%2FOBDX_INS_TEST%2FOBDX_INS1

1142

141 1m43 L6 1147
»
M Requests (per minute)
- be
TN @
T WebLogic Domain v weblogic w ===
m EA v | AutoRefresh Off v
Edit Sessions jurc4)
Lock & Edit
able
E]

View Restart Checkiist

Preferences

Help

11:44 146 1148

M Requests (per minute)
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You will see below screen stating the edit session confirmation

[} OBDX_INST {Oracle Web % x

< @ | ® mumo0bzt:8001/em/faces/as-weblogic

webLogicServerHome?type=weblogic_j2eeservel

ORACLE Enterprise Manager Fusion Middieware Control 12¢

arget=%2FDomain_OBDX_INS_TEST%2FOBDX_INS_TEST9%2FOBDX_INS1 Y& 0O

& WebLogic Domain ¥ weblogic v =

= ¥ 0BDX_INS1 © Biv v |AuoRefresh of v
[ WebLogic Server v Start Up Shut Down ul 23, 2017 11:47:46 AM UTC 0
@ Confirmation ]

The edit session lock has been acquired. No pending changes exist.

© Information

Key Enterprise Manager features such as monitoring, security and logging are not available because the Java Required Files (JRF) template has not been applied to the cluster. You can apply the JRF template now to enable
these features. The cluster must be restarted for this operation to complete. Note that the JRF template includes application deployments, starup and shutdown classes, as well as changes to the system classpath.

Apply JRF Template

Monitering -
General Response and Load
Metrics are unavailable. Apply Version 122120
the JRF Template.
State  Shutdown
Server Type Configured
Deployments Cluster  InstallerTest
» CPU Usage (%) Unavailable
7 down
Heap Usage (MB) Unavailable
Java Vendor - Unavailable 1LSSAM 1137 1139 1141 1143 1145 1147 1149
Tuly 23 2017
Most Requested Java Version  Unavailable < »
- M Request Processing Time (ms) M Requests (per minute)

e  Click on “Apply JRF Template” option (as shown in screenshot).

ORACLE Enterprise Manager Fusion Middieware Control 12¢

I} Weblogic Domain v weblogic v

= ¥ OBDX_INS1 @ B v B v | AutoRefresh OF
[ WebLogic Server v Start Up Shut Down Jul 23, 2017 11:47:46 AM UTC

@ Confirmation
The edit session lock has been acquired. No pending changes exist.

@ Informatien

Key Eoletpies Managerlen(ures such as monitoring, security and logging are not available because the Java Required Files (JRF) template has not been applied to the cluster. You can apply the JRF template now to enable
gL musi be restarted for this operation to complete. Note that the JRF template includes application deployments, startup and shutdown classes, as well as changes to the system classpath.

Apply JRF Template

Monitoring
General Response and Load

Metrics are unavailable. Apply Version 122120
the JRF Template.
State  Shutdown

Server Type  Configured

Deployments

Cluster  InstallerTest

Is JRF successfully applied, you will get below Confirmation.

= ¥ 0BDX_INS1 © S v EAv |AusoRefesn of v
[ WebLogic Server v Start Up Shut Down Jul 23, 2017 11:50:53 A UTE 4)
@ Confirmation £}

The JRF Template has been successfully applied to cluster InstallerTest. The changes are pending activation. Use the Activate Changes menu item in Change Center to activate the pending changes.

After activation, the cluster must be restarted for this operation to complete. Some information provided by the JRF template may not be immediately available. Use the Enterprise Manager Refresh button (next to the Page.
Refreshed timestamp] to display the most recent information.
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e Click on “Activates Changes” option (as shown in screenshot).

[3 OBDXINST (Oracle Wek: X

& C | ® mum00bzt:8001/em/faces/as-u

weblogic-webLogicServerHome?type=weblogic_j2eeserver&targ

ORACLE Enterprise Manager Fusion Middieware Control 12¢

2FDomain_OBDX_INS_TEST%2FOBDX_INS.

¥ 0BDX_INS1 O

[ WebLogic Server v Start Up Shut Down

@ Confirmation

The JRF Template has been successfully applied to cluster InstallerTest. The changes are pending activation. Use the Activate Changes menu item in Change Center to activate the pen

After activation, the cluster must be restarted for this operation to complete. Some information provided by the JRF template may not be immediately available. Use the Enterprise Manz

Post Installation Steps

- x

o0

T WebLogic Domain v weblogic v ===

m EA v | AutoRefresh OFf v
Edit Sessions juc4)

=

View Change List

1ge
Refreshed timestamp) to display the most recent information.
Menitoring General Response and Load Acivale Changes
Undo All Ghanges
Version 122.1.2.0
View Restart Checklist
Metrics Unavailable State Shutdown
Preferences
Server Type  Configured
Help
Deployments Cluster  InstallerTest
» CPU Usage (%) Unavailable
7 pown
Heap Usage (MB) Unavailable
Java Vendor  Unavailable 137AM 1139 1141 11:43 11:45 11:47 48 1151
uly 23 2017
Most Requested Java Version  Unavailable q v
W Request Processing Time (ms) [ Requests (per minute)
»  serviets and JsPs Table View
Requests Processed
) . ) EJBs
S Active Sessions  Unavailable .
[} OBDX_INST (OracleWet x - X
< C | ® mum00bzt:8001 /em/faces/as-weblogic-weblogicServerHome?type=weblogic_j2eeserver8itarget=%2F Domain_OBDX_INS_TEST2%2FOBDX_INS_TEST%2FOBDX_INS1 L3N« I
ORACLE Enterprise Manager Fusion Middieware Control 12¢ I WenLogicDomain ¥ weblogic ¥ -

= ¥ 0BDX_INS1 0

[ WebLogic Server v Start Up Shut Down

@ cenfirmation

All changes have been activated. The edit session lock has been released.

€ Information

Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edit” in the Change Center menu.

Monitoring
General Response and Load
Version 122120
Metrics Unavailable State  Shutdown
Server Type Configured
Deployments Cluster  InstallerTest
» CPU Usage (%) Unavailable
7 bown
Heap Usage (MB) Unavailable
Java Vendor Unavailable LEsan 1n4 114z 1144
uly 23 2017 : i
Most Requested Java Version  Unavailable ]
W Request Processing Time (ms)
.= " servietsandusps
v EJBs
OBDX Application logging
To enable OBDX activation logging make below chang

${domain.home}/config/fmwconfig/servers/${ManagedServer}.
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=

]

1148 1148 11:50 11:52

M Requests (per minute)

Table View

e to logging.xml  present
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@ @obdewls~/Oracle/Middleware/Oracle_Home/user_projects/domains/obdx_demain/config/frwconfig/servers/obd:_server] - O X

logging . xml]|

Open logging.xml and make a new entry under <log_handlers> tag using below code template:

<log_handler name="obdx-handler' level='<LOGLEVEL>"'
class='oracle.core.ojdl.logging.ODLHandlerFactory'>

<property name="path' value='<path for OBDX log>/<OBDX log filename>' />
<property name="maxFileSize' value='<The maximum size in bytes for each log file>" />
<property name='maxLogSize' value='<The maximum size in bytes for the entire log>' />
<property hame='encoding' value='<encoding>' />

<property name="useThreadName' value="true' />

<property name="supplementalAttributes’ value="<supplemental Attributes>' />

</log_handler>

Below is a sample implementation for log_handlers file.

<log_handler name="'obdx-handler' level="ERROR' class='oracle.core.ojdl.logging.ODLHandlerFactory>
<property name="path’' value="'${domain.home}/servers/${weblogic.Name}/logs/obdx.log' />
<property nhame="maxFileSize' value='10485760' />
<property nhame='maxLogSize' value='104857600' />
<property hame='encoding' value='"UTF-8' />
<property name='useThreadName' value='true' />

<property hame='supplementalAttributes’
value="J2EE_APP.name,J2EE_MODULE.name,WEBSERVICE.name,WEBSERVICE_PORT.name,compos
ite_instance_id,component_instance_id,composite_name,component_name' />

</log_handler>
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/domain/OBDX_INS_TEST/config/fmwconfig/servers/OBDX_INST - o X

<log_handler n fss-handler' level='ERROR' class='oracle.core.ojdl.logging.CDLHandlerFactory'>
<property name='path' value='§{domain.home}/servers/§{weblogic.Name}/logs/obdx.lag' />
<property name='maxFileSize' value='10485760' />
<property name='maxLogSize' value='104857600' />
<property name='encoding' value='UTF-8' />
<property name='useThreadiame’ value='true' />

Add loggers under <loggers> tag using below template:

<logger name="'com.ofss' level="ERROR' useParentHandlers='false">
<handler name='obdx-handler' />

</logger>

<logger name="#BANKCODE#.com.ofss' level="ERROR' useParentHandlers='false">
<handler name='obdx-handler' />

</logger>

Note: Replace the #BANKCODE# with bank code.

Below is a sample implementation for loggers file

<logger name='com.ofss' level='ERROR' useParentHandlers="false'>
<handler name="obdx-handler' />
</logger>
<logger name="'000.com.ofss' level="ERROR' useParentHandlers='false'>
<handler name="obdx-handler' />

</logger>
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‘domain/OBDX_INS_TEST/config/fmwconfig/servers/OBDX_INST - o X

name='com.ofss' level='ERROR' useParentHandlers='false'>
<handler name='ofss-handler' />

</logger>

<logger name='000.com.ofss’ level='ERROR' useParentHandlers='false'>
<handler name='ofss-handler' />

</logger>

Eclipselink logging

To modify eclipselink logging make changes in <INSTALLATION_HOME>\config\META-
INF\persistence.xml using below link :

https://wiki.eclipse.org/EclipseLink/Examples/JPA/Logging

P @obdewls~/obdw/config META-INF O b

Change logging level during runtime

To change OBDX application logging level at runtime (when OBDX application is up and running) do following steps.

To do this, ensure that the Admin Server is running. Login to the EM (Enterprise Manager) Console using the
following URL:
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http://[<hostname>:<admin_port>/em

Note: EM console would be available on same hostname and port which was used for Weblogic Admin
Console for OBDX domain (created via installer), just replace the “/console” with “/em”.

[ Sign in - Oracle Enterpri= X

H - x

< C | ® Not secure | mum0bzt8001/em/faces/targetauth/emasLogintarget=/Domain_OBDX_INS_TEST/OBDX_INS_TESTaltype=weblogic_domain&FromContextinitFilter=true

SIGN IN TO

Domain  Domain_OBDX_INS_TEST
* User Name
* password

1) Login to Pariion

e  Click on obdx-server

Note : Depending on installer.properties, Managed server will differ from above screenshot.

€ C |® ISR isces /a5 weblogic-webLo:
ORACLE Enterprise Manager Fusion Mddieware Coniro 12¢

- weblogic_domaindtarget=/Domain_base_d

= base_domain 0
=
B wiebLogic Domain
@ Information
Centain Tunctionality on Ihis page is available anly When you own the edit session I0ck. To oDISIN e Iock, Click "Lock and EQIr in the Chiange Center manu.

servers Administration Server

Hame  AdminServer
2w
Host

OB wetlogic. 0cker

Listen Port 7001
Clusters

, Veww g Cro oets Contol v B
Clusters

Name Status  Cluster Machine State Health

AdminServer(admin) + Running Falled
Deplayments

—
»
. 5 -

Domain Partitions

+ Machnat Running Failed

Domain Partitions

Resource Group Templates

. In Weblogic Domain menu click on Logs -> Logs Configurations
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€ C Oomrons

ORACLE Enterprise Manager fusion aswws o

s T obdxserver ©

st [ $hwt Dows

Onte
L re—

Dugnostes

Monit

Conrel
Lo ’
Destoyments

JOBC Data Bocecas

Browser

°

Target inkematin
serviees ang J5Ps

Viork Manager

JOBC and JTA Usage

S0

0 you own e

View Log Mestoges

Log Comguraton

o lock. To obtain e ock, chek

Ko

Jpan JDIK

Lock and £0C n the

Response and Load

St Runng
Hoalth oK ¥
Norver Type  AdmnaNatin Sarver
Hese Usage (M)
Java Verslon 180_10
BBy
Active Sersions
oconsing Time (ma
Requonts (por munuto)
Peniing
s

- u "
Tloan Accasses (per memie) .00
Tan Access Successes (8] 000
tean Transaction Commets (per ments) 0,00
Bean Transaction Rollbacks (per menta) 000
fhean Transaction Timeouts (per memite) 000
Boan Transaction Commsts (%) 000
IS Severs
Panding Mossaoes

T4 Weskoge Doman »

*

o0

wetioge v
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<«

ORACLE Enterprise Manager Fusion Middieware Control 12¢

4 obdx-server @
[ webLogic Server

/Domain_pase_domain/base_domain/obdx-gerver = Log

View Runtime Loggers

Search  All Categories v

Logger Name
4 Root Logger
» 000
4 08
» 08 com ofss
ExampleApplication Encoder
LifeCycle
Security
ServiceLoader
b com
glabal

b o

javax

jersey

jucimur

oracle

b _oig

Start Up

v

Shut Down

Oracle Diagnostic Logging

Level (Java Level) Loglhils

“

ERROR:1(SEVERE) ofss-handler

ERROR:1 (SEVERE) [Inherited fi ¥ ofss-handler
ERROR:1 (SEVERE) [Inherited fi v ofss-handler
ERROR 1 (SEVERE) v ofss-handler
ERROR:1 (SEVERE) [Inherited fi v ofss-handler
ERROR:1 (SEVERE) [Inherited fi v ofss-handler
ERROR:1 (SEVERE) [Inherited fi ¥ ofss-handler
ERROR:1 (SEVERE) [Inherited fi v ofss-handler
ERROR:1 (SEVERE) [Inherited fi v ofss-handler
ERROR:1 (SEVERE) [Inherited fi v ofss-handler
ERROR:1 (SEVERE) [Inherited fi v ofss-handler
ERROR:1 (SEVERE) [Inherited fi v ofss-handler
ERROR:1 (SEVERE) [Inherited fi v ofss-handler
ERROR:1 (SEVERE) Inherited fi v ofss-handler
NOTIFICATION:1 (INFQ) v ofss-handler

ERROR:1 (SEVERE) lInherited fi v ofss-handler

Select the logger and change the logging level and then click on apply.

C | ® ofss310838:7001/em/faces/as/logcig/logConfig?type=weblagic_j2eeserveritarget=%2FDomain_base_domain%2Fbase_domain%2Fobdx-server

Persistent Log Level State

ERROR:1

ERROR1

NOTIFICATION:1
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Note : Logger name should be defined in logging.xml.

Security Realms

Configure your own LDAP to use instead of the default embedded LDAP, which comes with Oracle
Weblogic Server.

e To do this, ensure that the Admin Server is running. Login to the Weblogic Console for OBDX
domain (created by Installer) using the following URL:

http://<hostname>:<admin_port>/console

e Now, go to Security Realms > myrealm > Providers

[ Settings for myrealm - C % - X

& C | ® mum00bzt:a

pb=trues bel=RealmprovidersTabPag

handles.SecurityMBeanHand

ORACLE WebLogic Server Administration Conscle 12¢

Change Center @ Home Log Out Preferences o Help Q Welcome, w:hlnglc‘Cnnnecltdtn:DEDX_lNS_TEFf
e R e e Home » Summary of Security Realms >myrealm >Providers
Giick the Lock & Eit button to modify, dd or | | Settings for myrealm

delete items in this domain.
E— Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
oc) i

T Ee T Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping | Certification Path

De in Struct:
omain Structure An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and you can configure multiple Authentication providers in

EDX_INS_TEST a security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DEMS.
~Damain Partitions
#-Envirenment
~Deployments B Customize this table
“services N ”
—securty Realms Authentication Providers
- Interoperability Ciick the Lock & Ed button in the Change Center to activate all the buttons on this page.
~Diagnostics
New | [Delete| |[Reorder Showing 1to 4 of 4 Previous | Next
Name Description Version
oun Provider that performs LDAP authentication 10
OAMIdentityAsserter Oracle Access Manager Identity Asserter 10
How doL.. a
DefaultAuthenticator ‘WebLogic Authentication Provider 10
« Configure authentication and identity
DefaulildentityAsserter ‘WebLogic Identity Assertion provider 10
assertion providers
« Configure the Passwiord Validation provider New | [Deleic| |[Reorder Shawing 1to 4 of ¢ Frevious | Next

* Manage security providers
* Setthe JAAS control flag
* Re-order authentication providers

System Status =]

Health of Running Servers as of 3:34 PM

° Now click on “Lock & Edit” in order to edit the details.
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Settings for myrealm - OBDX1.. X =

€ () mumooagk:

1/console/console.port

_nfpb=truedl_pagelabel=RealmauthenticatorTabPage
[ Table T Form [&] Image

Structure @ Link [ Color Contrast .12 Linearise [15] Options @ Off
ORACLE WebLogic Server Administration Console 12¢

Change Center

&) Home Log Out Preferences [ Record Help ‘

View changes and restarts Hame > Summary of Securty R

= myresim > Providars
No pending changes exist. Click the Release

Configuration button to allow others to edit the
domain

Settings for myrealm

Configuration | Users and Groups

Lock & Edit Authentication | Password Vaidation | Authorization | Adjudication

Release Configuration

An

Domain Structure

X 172

~Domain Parttions
mvironment

eployments

P Customize this table

Roles and Policies | Credential Mappings

¢

Role Mapping

Auditing

Q Search

Providers | Migration

Credental Mapping

Welcome, weblogic ‘ Connecte

Certification Path

provider alows WebLogic Server to estabish trust by validating a user. You must have one Authentication provider in a security realm, and you can configure muiple Authentication providers in a
securty realm, Different types of Authentication providers are desianed to access different dats stores, such as LDAP servers or DEMS,

Post Installation Steps

d to: OBDX172

Authentication Providers
~Services
~-Seaurity Realms New | | Delete Reorder Showing 110 20f 2 Previous | Next
+-Interoperabilty
“Diegnosties O | name Description Version
[ | Defaultuthenticator Weblogic Authentication Provider 10
O | DefaultidentityAsserter Weblogic Identity Assertion provider 10
New Delete Reorder
How do 1. a

« Configure authentication and identity

Showing Lto 20 2 Pravious | Next

assertion providers

« Configure the Password Validation provider
* Manage security providers

* Set the JAAS control flag

« Re-order authentication providers

. Click on ‘DefaultAuthenticator”

AuthenticatorBook - OBDX172.. X =+

€ (@ mumonagk
[ Table T Form

console/console portal?_nfpl

true®_pageLabel=Authel

torConfigCommon1

Image

Structure ¢ Link @8 Color Contrast W4 Linearise [85] Options @ Off
ORACLE webLogic Server Administration Console 12¢

Change Center & Home Log Out Preferences

View changes and restarts Home =Sum

¥ of Security Resims >y

Mo pending changes exist. Click the Release
Configuration button to allow others to edit the
dor

main. Configuration | Performance | Migration

Settings for DefaultAuthenticator

Lock &Edit Common | Provider Specific

Release Configuration

Save
Domain Structure:
i This page displays basic information about this WebLogic Authentication provider. You can also use this page to set the JAAS Contral Flag to contral how this provider is used n the login sequence.
-Domain Partitions
nvironmant 45 Name: DefaultAuthenticator The name of this WebLogic Authentication provider. More Info.
-Deployments
Servces Description: Weblogic Authentication Frovids A short description of the Authenticati ider. More Info.
. Sccurity Reakms & ription: leblogic Authentication Provider short description of the Authentication provider. More Info...
BHInteroperability
-Diagnostics @ Version: 1.0 “The version number of the Authentication provider. More Info...
(] Control Flag: SUFFICIENT [~ Returns how the login sequence uses the Authentication provider.  More Info..
Save
Howdo L. a
» Configure authentication and identity

Q Search

we & A& 4 =- - & @B

Welcome, weblogic ‘ Comnected

provider and change the Control Flag to SUFFICIENT

0BDX172

‘assertion providers

« Configure the Password Valdation provider
# Set the JAAS control flag

* Manage security providers

System Status

Click on Save button to save the changes
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AuthenticatorBook - OBDX172.. X | + -

€ (' mumooagk

[ Table 3@ Form (& Image [E] Structure ¢ Link @ Color Contrast 3 Linearise [25] Options @ Off

ORACLE' WebLg Server st cosae 2 B T oF

Change Center & Home LogOut Preferences Welcome, weblogic ‘ Connected to: OBDX172

‘console/console.portal?_nfpb=true&_pagelabel=AuthenticatorConfigComman1 ¢ Q search wBe ¥ A 4 @

Record Help

Home »Summary of Securfty Reslms >myresim > Providers >DefaultAuthenticator

View changes and restarts
Messages
No pending changes exist. Click the Release
Configuration button to allow others to edit the & Settings updated successfuly.
domain
‘Settings for DefaultAuthenticator
Lock &Edit
Configuration | Performance | Migration
Release Configuration
Common | Frovider Spedific

Domain Structure

DX172 ey
-Domain Partitions
"E”V"m”’“e”; This page displays basic information about this WebLogic Authentication provider. You can also use this page to set the JAAS Control Flag to control how this provider is used in the login sequence.
-Deploymen
-Services
—-Security Realms 5] Name: DefauitAuthenticator The name of this Weblogic Authentication provider. More Info...
nteraperabilty
-Di ti
fagnosties 4] Description: WebLogic Authentication Frovider A short desaription of the Authentication provider.  More Info...
gg Version: 10 “The version number of the Authentication provider. More Info...
(] Control Flag: SUFFICIENT | v Returns how the login sequence uses the Authentication provider.  More Info.
Howdo L. =]

Save

« Configure authentication and identity
‘assertion providers

« Configure the Password Valdation provider
* Set the JAAS control flag
* Manage security providers

System Status el

e Delete the Trust Service ldentity Asserter

e Navigate Back to Security Realms > myrealm > Providers

Settings for myrealm - OBDK1.. X | + = x
€ | © | mum00agk:7001/console/console.portal?_nfpb=true&_pagelabel=RealmprovidersTabPage&hand @ Q search e & & 4 #- 8- B =

[ Table I Form (& Image [E] Structure ¢ Link @@ Color Contrast W Linearise £3] Options @ Off

ORACLE' webLogt sarver st cooso 25 B OB

Change Center &) Home Log Out Preferences (2] Record Help ‘ Welcome, weblogic ‘ Comnected to: OBDX172
e S S Hams » Summary of Sscurty Resis »anyresim »Providars »Dsfa < -myresin > Pravidrs >Summary of Sacurty Resins >myresin > Providars
No pending changes exist. Click the Release Settings for myrealm
Configuration button to allow others to edit the - - = —
domain Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
Lock & Edit Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping | Certification Path
Relezse Configuration
an provider llows WebLogic Server to estabish trust by vaidating a user. You must have one Authentiation provider in a security reaim, and you can configure multiple Authentication providersin a

Domain Structure security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS.

DX 172

-Domain Partitions

| Customize this table
nvironment

eployments ‘Authentication Providers
-Services
—Seaurity Realms new | | pelete | || Reorder Showing 1to 26f 2 Previous | Next
nteroperabilty — —
-Diagnostics | Name T Version
[ | pefeultauthenticator Weblogic Authentication Provider 10
[ | DefauitidentityAsserter WeblLogic Identity Assertion provider 10
New Delete Reorder Showing 1to 20f 2 Previous | Next
Howdo L. =l

« Configure authentication and identity
assertion providers

« Configure the Password Valdation provider

© Manage security providers

» Set the 1AAS contral flag

* Re-order authentication providers

. Now, click on New and enter the below details and click Save.
Name : OUDAuthenticator
Type : IPlanetAuthenticator
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Create a New Authentication ...
€
[ Table %) Form [3E] Image

X

mumO00agk

Jconsole/cansele.portal?_nfpb=true& pagelabel=SecurityProvidersCreat

¢  Q Search

Structure ¢ Link @l Color Contrast

ORACLE webLogic Server Administration Console 12¢

} Linearise [15] Options @) Off

Change Center

@ Home Log Out Preferences [ Record Help

i e oot Hemme >Summary of Sseurty Resims »myresim > Providers » D

No pending changes exist. Clck the Release
Configuration button ta allow athers to edit the
domain.

Create a New Authentication Provider
o | || cancel
Lock & Edit _— N
(Create a new Authentication Provider
Release Configuration The following properties will be used to identify your new Authentication Provider.

=Indicates required fields
Domain Structure

DX172
-Domain Partitions
1-Environment

The name of the authentication provider.

+Name: OUDAuthenticator

}interoperabiity This s the type of authentication provider you wish to create,

-Diagnostics

Type: TPlanetAuthenticator g

oK | || cancel

B + @

- Providers

Post Installation Steps

A &~

Welcome, weblogic | Connected to: OBDX172

How do L..

« Manage secuity providers

* Configure authentication and identity
assertion providers

System Status.

Heaith of Running Servers 2s of 1:12PM

Click on OK Button.

Settings for myrealm - OBDX1

€)G 001/console/consale.portal?_nfpb=trued._pagelabel=RealmauthenticatorTabPage
[ Table I3 Form [&] Image [E] Structure @@ Link [l Color Contrast
ORACLE webLogic Server Administration Console 12¢

X G

mumO00agk

€ Q Search

2 Linearise [15] Options @) Off

Change Center @ Home Log Out Preferences [ Record Help

)

View changes and restarts Herme >Summary of Sseurty Resims »myresim »Pra

ers > myresin - P

Pending changes exist. They must be activated
to take effect,

Settings for myrealm

Configuration | Users and Groups | Roles and Policies

Credential Mappings

Providers | Migration
& Activate Changes
Authentication | Password Validation = Authorization  Adjudicaton  Role Mapping | Auditing
Undo ll Changes

Domain Structure
DX172
-Domain Partitions

b Customize this table

Authentication Providers

H-Interoperabiity

s - Summary of Sscurty

Credential Mapping

Certification Path

An Authentication provider allows Weblogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and you can configure multiple Authentication providers in a
security realm, Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS.

_Mew | | Delete | || Reorder Showing 1to 303 Previous | Next
F-Diagnostics
[ | name Description Version
O | DefaultAuthenticator WebLogic Authentication Provider 1.0
[ | pefaultidentityasserter WebLogic Identity Assertion provider L0
O | oubAuthenticator Provider that performs LDAP authentication 1.0
HowdoL. =] [ mew | [Deete | || Reorder Showing 1to 30f3 Previous | Next
* Configure authentication and identity
assertion providers
* Configure the Password Valdation provider
® Manage security providers
« Set the JAAS control flag
* Re-order authentication providers
P — =1

Now Click on OUDAuthenticator and select Control Flag
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AuthenticatorBook - OBDXIT2.. X+
€ (0 mum00agk:7007/con:
[EE Table %2 Form [& Image

Structure @@ Link @ Color Contrast L3 Linearise [15] Options @ Off
ORACLE WeblLogic Server Administration Console 12¢
Change Center @ Home Log Out Preferences [ Record Help |

View changes and restarts Home =myresim >Pro

Pending changes exist. They must be activated
to take effect.

Settings for OUDAuthenticator

Configuration | Performance
 Activate Changes
Common | Provider Specific
Undo All Changes.

s > Defaultauthenticator >Providers >myresim >Pre

Post Installation Steps

H- & &

Welcome, weblogic ‘ Connected to: OBDX172

s >Summary of Security Reslms >myresim >Prov

rs >OUDAuthenticator

Save
Domain Structure
DX172 This page displays about this iPlanet
~Domain Partitions
+-Environment
~-Deployments &F| Name: OUDAuthenticator
~Services
—Security Reak
I:;:;L:;J“; 45 Description: Provider that performs LDAP authentication
~Diagnostics
] Version: 10
@ Control Flag: SUFFICIENT |~
Save
How do L.. a

You can also use this page to set the JAAS Control Flag to contral hor this provider is used in the login sequence

The name of this iFlanet Authentication provider.  More Info,

A short description of this iPlanet Authentication provider.  More Info.

The version number of this iFlanet Authentication provider. - More Info.

Spedifies how this iPlanet Authentication provider fits into the login sequence.  More
In

« Configure authentication and identity
assertion providers

« Set the JA4S control lag
« Configure the Password Validation provider

« Manage seaurity providers

System Status a

° Click on Save Button.

AuthenticatorBook - 0BDX172.. X 4

€ mum00agk:
8 Table & Form [& Image
ORACLE webLogic Server Administration Cansole 12¢

1/con:

b=truet_pageLab

Structure @@ Link [ Color Contrast 13 Linearise [i5] Options @) Off

g x
-B- s B =

—A

Welcome, weblogic ‘ Comnected to: 0BDX172

¢ Q Search

B + A 4

>Summary of Securiy Reslms >myresim >Pro

= >OUDAuthenticator

. You can also use this page to set the JAAS Control Flag to control how this provider is used in the login sequence.

The name of this iPlanet Authentication provider. More Info,

4 short description of this Planet Authentication provider.  More Info...

The version number of this Planet Authentication provider, More Info...

Spedifies how this Planet Authentication provider fits into the login sequence.  More
Info...

Change Center @ Home LogOut Preference: ecord Help ‘ Q
e e Home =myresim =Froviders >DefsutAuthenticstor »Providers »myresin »Pro
Messages
Pending changes exist, They must be actvated
10 take effect. « Settings updated successfuly.
@ Activate Changes Setting
Undo All Changes T Performance
= Common | Provider Specific
DX172 save
--Domain Partitions —
H-Environment
~Deployments This page about this iPlanet
Services
~Searity Realms
teroperability 5 Name: OUDAuthenticator
~Diagnostics
4] Description: Provider that performs LOAP authentication
5 Version: 10
5] Control Flag:
Howdo L. =]
« Canfigure authentization and identity save
assertion providers.
« Setthe JAAS control fiag
« Configure the Password Validation provider
* Manage security providers

System Status =]

e Now under Provider Specific tab set the details of LDAP where the server should point. Refer to the

following table for more information:

Property

Value

Host

This is the LDAP Server (OUD) Hostname

Port

This is the LDAP Server (OUD) Port. E.g. 1389
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Principal

This

is the Administrator Account name.
cn=orcladmin

E.g.

Credential

This is the Administrator Account password.

Confirm Credential

Confirm the Administrator Account password.

UserBase DN

This is the OUD user search base

For e.g.: cn=Users, dc=in,dc=oracle,dc=com

GroupBase DN

This is the OUD group search base

For e.g.: cn=Groups, dc=in,dc=oracle,dc=com

AuthenticaterBook - OBDX17

€ () mum0Oagk7001/co
[ER Table ¥g) Form [&] Image

+ Activate Changes

Undo All Changes

Domain Structure
DX172

~Domain Partitions
~Environment
~Deployments
~Services

~Security Realms
~Interoperability
~Diagnostics

How do L.

« Configure authentication and identity
assertion providers

« Manage security providers

System Status

Health of Running Servers as of 1:16 PM

I Faked@
[ citam
[ Overloaded @
[ waming(n)
N o2

AuthenticatorBook - 0BDX172.. X | +

€ (' mumoDagk
[ Table %) Form (&) Image

8_pagelabel=Aut

I?_nfp

Structure @@ Link @ Color Contrast ,\3 Linearise [F5] Options @) Off

Configuration | Performance

Common  Provider Specific

save

Q Search

Use this page to define the provider specific configuration for this iPlanet Authentication provider.

Connection

Host:

Port:

Principal:

Credentiak

Confirm Credential:

[ sstenabled

Users

User Base DN:

5] All Users Filter:

(iF] User From Name Filter:

structure @ Link @ Color Contrast L Linearise [35] Options @ Off

] User Name Attribute:

5] User Object Class:

[ Use Retrieved User Hame as Principal

Groups

Group Base DI

5] All Groups Filter:

5] Group From Name Filter:

Group Search Scope:

Group Membership Searching:

Max Group Membership Search Levek:

[ ignore Duplicate Membership

Static Groups
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cn=orcladmin

de=in,de=oracle,dc=com

(&(uid=%u)(objectclass:

uid

person

de=in,de=oracle,dc=com

(1(&{cn=%g)(objectclas:

subtree |~
unlimited |~
0

The host name or IP address of the LDAP server. More Info.

The port number on which the LDAP server is istening,  More Inf

‘The Distinguished Name (DI
connect to the LDAP server. More Info...

) of the LDAP user that Weblogic Server should use to

The credential (usually a password) used to connect to the LDAP server.  More

Info

Specifies whether the S5L protocol should be used when connecting to the LDAP

server, More Info...

‘The base distinguished name (DN} of the tree in the LDAP directery that contains

users. More Info...

If the attrbute (user object cass) is not spedified (that s, if the attribute is nul or
empty), a defauit search fiter is created based on the user schema,  More Info...

1f the attrbute (user name attribute and user object dass) is not specified (thatis,
if the atiribute is null or empty), a default search filter s created based on the user

w8 & & 4 - 8- ¢ @

The attribute of an LDAP user object that specifies the name of the user. More
Info...
The LDAP obiect dass that stores users.  More Info.

Spedfies whether or not the user name refrieved from the LDAP server should be
used as the Principal in the Subject. More Info,

The base distinguished name (DN) of the tree in the LDAP directory that contains
groups.  More Info.

An LDAP search fiter for finding all groups beneath the base group dstinguished
name (ON). If the atirbute is not specified (that i, if the attrbute i null or empty),
adefault search fiter is created based on the Group schema,  More Inf...

A LDAP search fiter for finding a group given the name of the group. If the
attrbute is not spedified (thatis, if the attibute is nul or empty), a default search
fiter is created based on the group schema.  More Info.

Spedifies ho deepin the LDAP drectory tree to search for groups. Vald values are
subtree andonclevel. More Info...

Specifies whether group searches into nested groups are unlimited, limited or off.
Valid values are unlmited,imited and off. More Info. ..

Specifies han many levels of group membership can be searched. This setfingis
vald only if GroupMembershipSearching is set toimited, Vald values are 0 and
positive integers. For example, 0 indicates orly direct group memberships wil be

found, and a pasitive number indicates the number of levels to search.  More Info...

Determines nhether dupicate members are ignored when adding groups. The
attribute cydes in the Group membership, More Info...
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Note: If the provider in use is for OpenLdap select the checkbox against “Use Retrieved User Name

as Principal”

e Click on Save to update the changes.

Settings for myrealm - OBDX1...

X L+

€ (O mum00agk:7001/!
[ Table T Form [&F] Image

rtal?_nfpb=true&_pageLab

Structure @ Link @l Coler Contrast .\ Linearise =] Options @ Off
ORACLE WebLogic Server Administration Console 12¢

ealmprovidersTabPageg&hand

¢ Q Search

Navigate Back to Security Realms > myrealm > Providers

Change Center
View changes and restarts

Pending changes exist, They must be activated
to take effect.

« Activate Changes

Undo All Changes

Domain Structure

& Home Log Out Preference:

Resard Hep |

Hame »Pr:

myresim > Summary of Securty Resims =m r »Summary of Securty Reaims =Providers
Settings for myrealm
Configuration | Users and Groups | Roles and Poiicies | Credential Mappings

Providers | Maration

Authentication | Password Validaton | Authorization | Adjudication | RoleMapping | Auditing | Credential Mapping | Certfication Path

An Authentication provider alows WebLogic Server to establish trust by vaidating a user, You must have one Authentication provider in a security reaim, and you can configure multiple Authentication providers in a

security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBl
X172
-Domain Partitions
Eik-Environment [ Customize this table
—Deployments
“Services Authentication Providers
~Security Reaims
- Interoperabilty New | | Delete | || Reorder Showing 110 30f 3 Previous | Next
-Diagnostics
[ | name Description Version
[ | pefauttauthenticater WebLogic Authentication Provider 10
[ | DefaultidentityAsserter WebLogic Identity Assertion provider 10
[ | ouauthenticator Provider that performs LDAP authentication 10
flow ol =] New | [Delete | || Reorder

« Configure authentication and identity
assertion providers

« Configure the Password Valdation provider
* Manage security providers
« Set the JAAS control flag

* Re-order authentication providers

Showing 110 30f 3 Previous | Next

Welcome, weblogic ‘ Connectsd to: OBDX172

° Now, click on New and enter the below details and click Save.
Name : OAMIdentityAsserter

Type : OAMIdentityAsserter

Create a New Authentication... X |+
€ (O mum00agk:7001/c
B Table g} Form (3] Image

Structure ¢ Link @l Color Contrast ,

&_pageLabel=Security

vidersCreateAtn <

Linearise [15] Options @ Off

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts

Pending changes exist. They must be activated
to take effect,

& Activate Changes

Undo All Changes

Domain Structure

DX172

-Domain Partitions
1-Environment.
~Deployments
-Services
~-Security Reaims
-Interoperabilty
1-Diagnostics

How do L.. =]

@ Home Log Out Preferences [& Record Help ‘ Q

Welcome, weblogic ‘ Comnected to: OBDX172
Home >

= #myres

>Summary of Security Resims »myresim »Pr

QUDAuthenticator »Summary of Securty Rea

>myresin > Praviders
Create a New Authentication Provider

OK Cancel

Create a new Authentication Provider

The falowing properties wil be used to identify your new Authentication Provider,
* Indicates required fieks
The name of the authentication provider.

“MName: OAMIdentityAsserter

This is the type of authentication provider you wish to create.

Type:

OAMIdentityAsserter ~

Cancel

« Manage secuity providers

* Configure authentication and identity
assertion providers

System Status =
Heaith of Running Servers 2s of 1:23PM

Failed (0)

° Click on OK Button.
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Settings for myrealm - OBDX1... X + - X

€ ) mum00agk7
[ Table Ty Form (] Image
ORACLE webLogic Server Administration Console 12¢

consolefconsole.portal?_nfpb=truel_pageLabel=Realma

enticatorTabPage @ Q Search w A & A& 4

Structure ¢ Link {8 Color Contrast .13 Linearise [13] Options € Off

Change Center &) Home Log Out Preferences

Record el |

View changes and restarts ers »Summary of Securty Resims >myreaim >Pro

Pending changes exdst. They must be activated Settings for myrealm

o take effect.

Configuration | Users and Groups | Roles and Polides | Credential Mappings | Providers | Migration
<« Activate Changes

N Authentication = Password Validation | Authorization | Adjudication = Role Mapping = Auditing | Credential Mapping | Certification Path

Undo All Changes

Domain Structure An Authentication provider allows WebLogic Server to estabish trust by validating a user. You must have one Authentication provider in a security realm, and you can configure multiple Authentication providersina
security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS,
DX 172
~Domain Partitions
#-Environment b Customize this table
~Deployments
“Services Authentication Providers
~Security Realms
nteroperzbiity New | | Delete | || Reorder Showing 1to 4674 Previous | Next
~Diagnostics — —
]| mame Description Version
[ | pefauitauthenticator WebLogic Authentication Provider 10
[ | DefauitidentityAsserter WebLogic Identity Assertion provider 10
[ | oUbAuthenticator Provider that performs LDAP authentication 10
How do L. a [1 | oamIdentityAsserter Oradle Access Manager Identity Asserter 10
o Confiqure authentication and identity New | | Delete | || Reorder

Showing 1to 4of 4 Previous | Next
assertion providers

« Configure the Password Validation provider

® Manage szcurity providers
® Set the JAAS control flag
* Re-order authentication providers

Gustam Gratus =l ~

. Click on Reorder Button.

Reorder Authentication Provid.. > | 4 - X
@ QSearch wEa & A od

€ @ mum00agk7

[ Table T Form [&] Image [E] Structure @@ Link @ Color Contrast 14 Linearise [35] Options € Off

ORACLE webLogie sarvar imssion Corsl 2 T op

Change Center @ Home Log Out Preferences [&] Record Help ‘ Welcome, webhgic‘cannecbed ta: OBDX172

1 fconsolefconsole. portal?SecurityProvidersAtnReorderPortletreturnTo=Realma

Home >Providers >myreaim >Providers »Summa

of Sacurity Realms »myraaim >Providers >OUDAthenticator >Summary of Security Reslms >myreaim > Providers

View changes and restarts
Pending changes exist, They must be actvated |  Reorder Authentication Providers:
to take effect.

ok | || cancel
+ Activate Changes ==

Reorder Authentication Providers

Undo ll Changes

You can reorder your Authentication Providers using the list below. By reordering Authentication Providers, you can alter the authentication sequence.
Domain Structure
DX172

-Domain Partitions

Select authenticator(s) i th list and use arrows to move them up and down in the fst.

] Authentication Providers:

Available:

[ DefaultAuthenticator

[ DefaultidentityAsserter .

[ ouDAuthenticator

Diagnostics

[ 0AMIdentityAsserter
-
=

ok | || cancet
How do L. a| | L& [lene

# Re-order authentication providers

« Set the J4AS control flag

System Status El

Health of Running Servers as of 1:24PM

Faled (0)
S

e Reorder the providers so that LDAP Provider (OUDAuthenticator) gets highest priority followed by
OAMIdentityAsserter, DefaultAuthenticator, DefaultldentityAsserter.
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Reorder Authentication Provid.. > | + - x

€ ) © | mum00aqk:7001/console/console.portal?SecurityProvidersAtnReorderPortletreturnTo=Realmauth @ Q search wBa & A& d ¢

[ Table 3 Form (& Image [Z] Structure @ Link @ Color Contrast .13 Linearise [i2] Options @ Off

ORACLE' webLoglc Server mnarotanCenoe 25 B T oFf

Change Center @ Home Log Out Preferences ecord Help ‘ Welcome, weblngic‘connened to: 0BDX172

View changes and restarts Home >Providers >myreaim > Providers >Summary of Security Reaims >myreaim > Providers >QUDAuthenticator > Summary of Security Reaims >myrezim >Providers
Pending changes exist. They must be activated Reorder Authentication Providers
to take effect.

OK Cancel

<+ Activate Changes
Undo AllChanges Reorder Authentication Providers

You can reorder your Authentication Providers using the list below. By reordering Authentication Providers, you can alter the authentication sequence.
Domain Structure

B, Select authenticator s) n the list and use arrows to move them up and donn in the fist.
-Domain Partitions

vironment (5] Authentication Providers:

eployments Available:
-Services [ ouDAuthenticator
~-Seaurity Reams [ OAMIdentityAsserter .
Interoperabilty [ pefaultAuthenticator
1-Diagnostics
[ DefaultidentityAsserter
=z
Howdo L o) | et |lCanedy
* Re-order authentication providers
® Set the JAAS control flag
System Status 1=}
Health of Running Servers as of 1:24PM
Failed (0)
| —p -
e Click on OK Button.
Settings for myrealm - 0BDXT.. > 4+ = X
€ | © | mum00agk:7001 fconsole/console.portal?_nfpb=true&_pagelabel=RealmauthenticatorTabPage @ Q Search wBe ¥ & 4 © - & @B =

B Table T Form (] Image [E] Structure @ Link @@ Color Contrast A3 Linearise B3] Options @ Off

ORACLE' WebLogie Serve Asnristeton Consl 22 B oFf

Change Center @@ Home Log Out Preferences [Ea] Record Heb | Q Welcome, weblogic | Comected to: 0BDX172
View changes and restarts Home >Providers >my < »OUDAUthent; ¥ Security Realms > myresim >Providers

Pending changes exist. They must be activated | | Settings for myrealm

o take effect.

Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Mgration
< Activate Changes
N Authentication = Password Validation | Authorization | Adjudication | Role Mapping | Auditng = Credential Mapping = Certification Path

undo Al Changes

T An Authentication provider allows WebLogic Server to estabiish trust by validating a user. You must have one Authentication provider in a security realm, and you can configure multiple Authentication providers ina
security realn. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DEMS
X172
~Domain Partitions

nvironment
eployments
~services
~Security Reslms

[ Customize this table

Authentication Providers

nteroperabiity New | | Delete | || Reorder Showing 1t0 40f 4 Pravious | Next
~Diagnostics — —
| Name Description Version
[ | cupsuthenticator Provider that per forms LDAP authentication 10
[ | oamIdentityasserter Oracle Access Manager Identity Asserter 10
[} ator Weblogic Authentication Provider 10
How do L. =l [ | Defaultzdentityasserter WebLogic Identity Assertion provider 10
« Configure authentication and identity new | [Delete | || Reorder

Showing 1to 4of 4 Previous | Next
assertion providers

* Configure the Password Validation provider

« Manage security providers
* Setthe JAAS control flag

« Re-order authentication providers

Svstem Status el

e Click on Activate Changes to apply the changes.
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Settings for myrealm - OBDX1...
€ ) mum00agk7

B Table Ig) Form [&] Image [Z] Structure ¢ Link @ Color Contrast 14 Linearise [35] Options € Off
ORACLE webLogic Server Administration Console 12¢

X L+

‘console/console.portal?_nfpb=true&_pageLabel =Realmat e Q Search

enticatorTabPage

& Home Log Out Preferences

Change Center

View changes and restarts or >Summary of Securty Reslms >myrs
Messages

Ciick the Lock & Editbutton to modfy, add or

delete items in this domain, & Al changes have been activated. However 2 items must be restarted for the changes to take effect.

wa 3 A

im >Providers

Lock &Edit Settings for myrealm
Release Configuration Configuration | Users and Groups | Roles and Polices | Credential Mappings | Providers | Migration
Domain Structure Authentication = Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping | Certification Path

OBDX172

vironment
eployments
ervices
{-Security Reaims

Security ream. Different types of Authentication providers are designed to access different data stores, such 2s LDAP servers or DBWS.

b Customize this table

E-Disgnastics Authentication Providers

Click the Lock & Editbutton in the Change Center to activate all the buttons on this page.

An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and you can configure multiple Authentication providersin a

Post Installation Steps

4

Welcome, weblogic ‘ Connected to: OBDX172

New | | Delete | || Reorder shoning 10 40f 4 Previous | Next
Name Description Version
How do .. a
OUDAuthenticator Provider that performs LDAP authentication 10
* Configure authentication and identity OAMIdentityAsserter Oradle Access Manager Identity Asserter 10
assertion providers
« Configure the Password Validation provider DefaultAuthenticator Weblogic Authentication Provider Lo
« Manage seaurity providers Defaultidentityhsserter WebLogic Identity Assertion provider 10
* Set the JAAS control flag New | [ Delete | |[ Reorder

& Re-order authentication providers

Showing 1to 4of 4 Previeus | Next

. Now Shutdown the admin server.

Now, again start the Admin Server using the command,
<OBDX_domain>/bin/startWeblogic.sh

Verification

Post Admin Server restart, login into Admin Console and browse to Security Realms > myrealm > Users

and Groups.

Under Users tab additional LDAP users would be populated and additional LDAP groups can be seen

under Groups tab.

[ Settings for myrealm - C X

I’

C | ® mumbobzts001/console/consoleportal?_nfpb=trued_pagelabel

RealmUserManagementTabPage&hand

ORACLE webLogic Server Administration Console 12¢

Change Center ) Home Log Out Preferences 5] record Help

a

e ] T Hame >Summary of Security Realms >myrealm >Providers >Users and Groups

Click the Lock & £dit button to medify, add or
delete items in this domain

Settings for myrealm

Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
Lock & Edit

Release Configuration | oS
Domain Structure

BDX_INS_TEST
~Domain Partitions

This page displays information about each user that has been configured in this security realm.

‘nvironment viewing or managing its users through the WebLogic console.
~~Deployments ~
~Services P Customize this table

~Security Realms

Users (Filtered - More Columns Exist)
- Interoperability

=com.bea.console.handles.SecurityMBeanHandle%28

ecurity%3AName%3Dr v | @ ¢

Welcome, wehlnglcl Connected to: OBDX_INS_TEST

Some results are not displayed because there are too many matches. Please customize this table to specify more specific criteriz. Note: The authentication provider named OAMIdentityAsserter does not support

~Diagnostics |ew| [Delete Showing 1 to 10 of 1000 Previous | Next
Hame & Description Provider
000800 oun
000801 oup
1207payday1@o.com oup

L2 =} 1207paydayzgo.com oup

« Manage users and groups 1207payday3@o.com oup

- Creste users 1207savings1@o.com oun

« Modify users 12jun.d1@ora.com oun

* Deleteusers 12jun.d2@ora.com oup
12jun.d3@ora.com oup

System Status a8 o TS

Health of Running Servers as of 3:34 PM —_—

Falled (0)
Critical (0)

Showing 1 to 10 of 1000 Previous | Next
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[ Settings for myrealm - C X

& C | ® mum00bzt:9001/console/cansole.

b=truedl_pagelabel=RealmUserManagementGroupTabPage&thandie=com bea.console.handles.

ORACLE WebLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences d Help QU Welcome, wehlngic‘ Connectad to: OBDX_INS_TEST
EETToEE Home > Summary of Seeurky Resims >myresim - Providrs > Usars and Groups
Click the Loek & £4it button to modify, add or Settings for myrealm

delete items in this domain

Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
Lock & Edit

clease Configuration Users | Groups

Domain Structure

‘This page displays information about each group that has been configured in this security realm.
BDX_INS_TEST

~Domain Partitions Note: The provider named O doas not support viewing or managng s groups through the WebLogic console.
#-Environment

~Deployments b Customize this table

“Senvices

- Security Realms. Groups

- Interoperability

New | [Delete

showing 1to 10 of 22 Previous | Next
~Diagnostics
Name & Description Provider
adminChannelusers Adminchannelusers can access the admin channel Defauliauthenticator
AdminChecker oup
Administrator oup
—r— ) administrators oup
Administrators Administrators can view and modify all resource attributes and start and stop servers. Defaultauthenticator
« Hanage users and groups
Adminttaker oup
o Create groups
- Modfy groups AppTesters AppTesters group. Defaultauthenticator
= Delete groups AuthAdmin oup
Checker oup
System Status =] CorporateadminChecker oup
Health of Running Servers as of 3:55 PM New | [Delete

showing 1to 10 of 22 Previous | Next
Failed (0)
Citical (0)

OBDX with UBS (Installation with Universal Banking Solution)

If during installer execution OBDX with UBS (Installation with Universal Banking Solution) is selected,
then below steps needs to be done manually.

Foreign Server

e Login into Weblogic Admin console (OBDX domain created using installer) and Browse to Summary
of JIMS Modules > UBSSystemModule (as shown below)

Home >Summary of JMS Modules >UBSSystemiodule >Summary of JMS Modules >UBSSystemModule >Summary of JMS Modules

Summary of JMS Modules
IMS system resources are configured and stored as modules similar to standard Java EE modules. Such resources include queus, topics, connction factories, tmplates, destination keys, quota, distributed queues, distributed topics, foreign servers, and JMS s

configure and manage JMS system modules as global system resources.

‘This page summarizes the M3 system modules that have been created for this domain.

[ Customize this table
IMS Modules

lick the Lock & Edit button in the Change Center to activate all the buttons on this page.

New | [Delete
Hame 4 Type Scope Domain Partitions:
AsyncFalureLogIMS IMSSystemResource Global
Auditis IMSSystemResource Global
FilelploadIMs IMSSystemResource Global
ReportsIMSHodule IMSSystemResource Global
UBSSystemModule IMSSystemResource Global

New | | Delete
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Home > Summary of JM5 Modules >UBSSystemblodile > Summary of JHS Mocules >UBSSystemModule »Summary of JM5 Modues > UBSSystemModule
Settings for UBSSystemModule

Configuration = Subdeployments | Targets = Security = Hotes

s page displays general information about a MS system module and it resources, It lso allows you o configure new resaurces and access existing resources.

Name: UBSSystemModule The name of this JMS system module. More Info...

Scope: Global Specifies  the MS system module s accessible within the domain, a p.

Descriptor File Name: jmsjubssystemmodule-jms.ami “The name of the JMS module descriptor file. More Info...

This page summarizes the M5 resources that have been created for this JMS system module, indluding queue and topic destinations, connection factories, JMS templates, destination sort keys, destination quota, distributed destinations, foreign servers, and store-and-for

- Customize this table

Summary of Resources

Click the Lock & Edit button in the Change Center to activate all the buttons n this page.

New | | Delete

Name & Type INDI Name Subdeployment

UBSSubdeployment

UBSFareignServer Foreign Server WA

New | | Delete

Click on UBSForeignServer

Home =Summary of JM5 Modules >UBSSystemModule =Summary of M5 Modules =UBSSystemModule »=Summary of JMS Modules »UBSSystemModule > UBSForeignServer
Settings for UBSForeignServer

Configuration | Subdeployment | Notes

General | Destinations | Connection Factories

Click the Lock & Edit butten in the Change Center to modify the settings on this page.

Save

A foreign server represents a JNDI provider that resides outside a WebLogic Server. It contains information that allowis WebLogic Server to reach the remote JNDI provider. This way, a number of connection factory and
foreign server.

The name of this for

&F Name: UBSForeignServer
INDI Initial Context Factory: weblogic jndi. WLInitialConte; Ir:‘:u":"n;sroéytaﬁea?:
45| INDI Connection URL: 13:/10.184.135 59-7860/ e

Info...

Any Credentials that
the constructor for t
the Properties field 1

JNDI Properties Credential:

Confirm JNDI Properties Credential:

INDI Properties: Any additional prope
INDI provider's Initi,

java.naming.security.principal=infra

5] Default Targeting Enabled Specifies whether th
mechanism. More

Save

e Click on Lock & Edit
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ORACLE Webogic Server agmestaton corcos 22 I

Change Conter 1 vome 160 0. rersnces (&l Racerd o —

|#

e - erary of 2 mochde pterptachie > Summary of B Modhles > RSystamochle »Summary of M Maduies PR —
Settings for UBSForsignServer

Configuration | Subdepizyment | Notes

Gemeral | Destnabions | Comnecton Factanes

Chekthe Lack & £dit ton i the Change Canter 19 madfy the setongs on th page.

A foreion ssrver reseesants 8 INDI provider that resides outside 8 WebLogic Server, I conting iformation that slows WabLogic Server 1o reach the remote JNDI pravider, This way, & numbser of con tory and destinatin okjects [queves or topics) <an be defined cn ooe JNC
fareign

5] Mame: UasFacignserver

IHOL Initiad Comtext Factory:

4] WD1 Comnection URL

o do 1 INDL Properties Credential:

Confiem JMDI Propertics Credentiak:
Spatem Status.

Haskth of Rumaing Servers 85 of 33 7 DL Properties:
java.naming. security.principal=infra

4] Default Targeting Enabled

Record Help Q Wielcame, weblog

settings for UnsForesay
Confiquration  Subdeployment.  Hotes
General  Destintons | Conmecton Factones

Sove

A farsign sacver regrasests & INDI providar that resdes outsa & WebLogic Serve. T contain iform ten that Mlowss WAbLOGK Servar b reach the rasvote DI aravide. This way, b sember of conneckin factory and destin
Foomgn e

or opica) o b dafined on ane DI vectory. |

1] Hame: uesroregsaer
JNDI Indtil Context Factory: weblagic jndi WintlalCante:
15 W01 Comniction URL: 13,110 184.135 59 7861

IHDI Properties Credential:

] Defoult Targeting Enabled

see

Set below configurations with:

JNDI Connection URL - UBS HOST Weblogic t3 URL for Managed server (where
NOTIFY_DEST_QUEUE and NOTIFY_DEST_QUEUE_FCDB are mapped)

JNDI Properties Credential — Password for username set in JNDI properties
Confirm JNDI Properties Credential — Confirm password for username set in JNDI properties
JNDI Properties — Value to be set as “java.naming.security.principal=<username>", where

username is the login user of UBS Weblogic Admin Console (user which created the primary local
gueues for UBS).

e Click on Save
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Settings for UBSForeignServer
Configuration | Subdeployment | Notes

General | Destinations | Connection Factories

Save

A forsign server reprasents a JNDI provider that resides outside 2 WebLogic Server. It contains information that allowis WebLagic Senver to reach the ramate JNDI providar. This way, 2 number of connection factory and destination objects (queues or topics) can be defined on one JNC.
foreign server.

UBSForcignServer The name of this foreign server. More Info...
Context Factory: weblogie jndi WLinitialConte: The name of the dacs ‘u"w;zu st be instantted to accsssthe INO provider. Thica

INDI Connection URL: The URL that WebLogic Server will use to contact the INDI provider. The syntax of th
@ 13:110.184.135 55,7860/ being used. For WebLogic JMS, leave this field blank if you are referencing WebLogic
Info..

Any Credentials that must be set for the JNDI provider. These Credentials wil be part
the constructor for the INDI providers InitialContext class. Note: For secure credenti
the Properties field results in the credential being stored and displayed as originally &

INDI Properties Credential

Confirm JNDI Properties Credential:

INDI Properties: Any additional properties that must be set for the INDI provider. These properties wil
Info.

java.naming.security.principal=infra INDI provider's InitalContext class.  More

'] 4] Default Targeting Enabled Speciies whether this JMS resource defaults to the parent module's targeting or uses
mechanism.  More Info...

Home >Summary of JMS Modules >UBSSystemModula >Summary of JM5 Modules >UESSystemModule >Summary of JMS Modules >UESS: U Sar >NOTIFY_DEST_QUEUE_FCDE >UBSForeignServer
Messages

 Settings updated successfully.
Settings for UBSForeignServer

Configuration | Subdeployment | MNotes
General | Destinations | Connection Facteries

Save

A foreign server represents a INDI provider that resides outside 2 WebLogic Server. Tt contains information that allows WebLogic Server to reach the remate JNDT pravider. This way, a number of cannection factary and destination objects (queues or topics) can be defir
foreign server.

] Nome: UBSForeignServer The name of this foreign server. More Info...

INDI Initial Context Factory: indi WLinitialConte: The name ofthe clas that must be instantiated o access the JNDIpr

weblog the vendor that are being used. More Info..

INDI Connection URL: The URL that WebLogic Server will use to contact the JNDI provider. 1
A 13/110.184 135 63 7860/ being used. For WebLogic JMS, leave this field blank if you are referen
Inf

INDI Properties Credenti

Any Credentials that must be set for the JNDI provider. These Credent
the constructor for the JNDI provider's InitialContext class. Note: For s
the Properties field resuits in the credentil being stored and displayec

Confirm JNDI Properties Credential:

JINDI Properties: Any additional properties that must be set for the INDI provider. Thes
INDI provider's InitialContext class. ~ More Info...

java.naming.security.principa:

[l 4 Default Targeting Enabled Specifies whether this JMS resource defaults to the parent module’s ta
mechanism. ~ More Info

Save

e Click on Activate Changes
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[} Settings for UBSFareign X
€ C | @ Not secure | mumDObzt

ORACLE webLogic Server admnssation Consos 12c

Jre— R om0 0ut. Prefrences (50 Rcard By

e S —r gy —aryRp y—r e ey y—rrr bt » kForvigiarver s Confiuraton >ACTIFY_ BAST

o Settngs updated succestaly
Settings for UBSForigRServer
Confiuration | Subdesioyment | fotes
General | Destnaions | Commection Factoes
sa

1 Mame: vEsForsignsenver

INOL Iniish Context Factory: weblagic jndi WLintlalConle

] e Comesnon uaus 1310 184 135.50. 7860/
How do

IHDI Properties Credential:

= Create foreion deststons

— Confiem JMDI Propertics Credential:

Haakh of Ruseing Servers 25 uf 320 PH
‘ D1 Properties:
Fal

ava.naming. security. principaleinfra

5] Default Targeting Enabled

[ Settings for UBSForeign® x

& C' | ® Not secure | mum00bzt:3001/cons:

onsole

& Fareiga server repeesents a INDI provider that resides ectside a WebLogic Server, Tt containg information that allowrs WebLogic Server 1o reach the remote IND pravider. This war, 2 number of

Post Installation Steps

Welcom

e 1o sccess the JNOI

trued_pageLabel=ForeignIMs

ORACLE webLogic Server Administration Console 12¢.

S targeting or uses t

Change Center @ Home Log Out Preferences Record Help Q

e SO Home >Summary of JMIS Modules >UBSSystemtlodule >Summary of JMS Modules >UBSSystembodule >Summary of IS Moduies >UBSSystemiodule >UBSForsignServer >Configuration >NOTIFY_DEST_QUEUE_FCDI
HMessages

Click the Lock & Edit button to modfy, add or

delete items in this domain. « All changes have been activated. No restarts are necessary.

Lok Bl Settings for UBSForeignServer

Release Configuration
9 < i Notes

Domain Structure
BDX_INS_TEST

General || Destinations | Connection Factories

- Domain Partitions Click the Lock & Edit button in the Change Center to modify the settings on this page.
B-Environment

~~Deployments EaE
E-Services

~Security Realms

foreign server.

agnostics
5 Name: ussForaignserver

INDI Initial Context Factory: weblogic jndi. WLInitialConte:

How do L.. = (I EEErT=mr e 13:/110.184.135.59:7860/

« Create foreign connection factories

« Create foreign destinations INDI Properties Credential:
System Status =
Health of Running Servers as of 3:22 PM Confirm JNDI Properties Credential:
Failed (0)
Gitical (0) INDI Properties:
Overloaded (0) Jjava.naming.security.principal-infra

Warning (0)
— ()

F] Default Targeting Enabled

Save

Deployment of notification MDB application

vty A forcign server represents a INDI provider that resides outside a WebLogic Server. It contains infarmation that allovrs WebLogic Server to reach the remote JNDI provider. This way, a number of col

Before deployment of obdx.externalsystem.ubs.notification.mdb.ear application, kindly perform below

steps:

e Open the obdx.externalsystem.ubs.natification.mdb.ear (EAR file is available

OBDX_Installer/installables/app/components/obdx/deploy

obdx.externalsystem.ubs.notification.mdb.ear) using any archiving tools (i.e.: 7-zip)
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Ci\Users\Doc folder b db.eart

File Edit View Favorites Tools Help

=
o= v o o= X A
Add Bdract Test Copy Move Delete Info

¥ [ calsersDoc New folder\obdt I o— dbeart .
Name Size Packed Size Modified Created Accessed Attributes Encrypted Comment

{APP-INE | 3783283 3350626 2017-05-1911:57 D drvr-xr-

META-INF 1660 862 2017-07-2111:29 D drwacr-xer-x
|£:| com.ofss.extsystem.ubs.notification jar 481333 308219 2017-07-2111:29 -PW-r--T--

- Wait while accessing server... | Stop
e Double click on com.ofss.extsystem.ubs.natification.jar
[F2) C:\Users\Documents\Mew folder\obdx.ext: I b: mdb.ear\com.ofss.extsyst: bs.notification.jar, - [m] X
File Edit View Favorites Teols Help
=

hom v o om X
Add Edract Test Copy Move Delete Info
¥ | Ci\Users\Documents\New folderiobe I ub: rdb.car\com.ofss.extsystem. ub: ark -
Name Size Packed Size  Modified Created Accessed Attributes Encrypted Comment

E(nm 1193325 381587 2017-07-2111:27 D drwscr-xr-x -

META-INF 4543 1808 2017-07-2111:27 D drwser-xr-x
Tl wsconfig.properties 1420 288 2017-07-21 11:27 -rwer-re-

Wait while accessing server... | Step

e Open the wsconfig.properties to edit

ChUsers\DocumentsiNew folder\obdx.externalsystem.ubs.notification.mdb.ear\com.ofss.extsystem.ubs.notification jar\

File Edit View Favorites Tools Help

WD = X 13

Copy Move Delete Info

P =
Add  Extract Test

5|

C:\Users\DocumentsiNew folder\obdx.externalsystem.ubs.notification.mdb.ear\com.ofss.extsystem.ubs.notification.jar',

Name

com

META-INF
Open Enter
Open Inside Ctrl+PgDn
Open Outside Shift+Enter
View F3
Edit F4
Rename F2
Copy To... F5
Move To... F&
Delete Del
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) wicanfig properties - Notepad
Ele Ed Fomat View Heip

AlertProcessorService.service:AlertProcessorService
AlertProcessorService.namespace:http://host.service.alerts.appx.digx.ofss.com/
AlertProcessorService.url:http://mum00aom.in.oracle.com:9015/obdx/AlertProcessorService ?wsdl
AlertProcessorService.stubClass:com.ofss.digx.appx.alerts.service.host. AlertProcessorService
AlertProcessorService.endpointName:AlertProcessorPort
AlertProcessorService.stubService:com.ofss.digx.appx.alerts.service.host.AlertProcessorService
AlertProcessorService.proxyClassName:com.ofss.digx.appx.alerts.service.host.HostAlertProcessor
AlertProcessorService.timeOut: 1200000

FileProcessedNotifProcessorService.service:FileProcessedNotifProcessorService
FileProcessedNotifProcessorService.namespace:http:/host.service fileupload.appx.digx.ofss.com/
FileProcessedNotifProcessorService.url:http://mum00aom.in.oracle.com:9015/obdx/FileProcessedNotifProcessorService?wsdl
FileProcessedNotifProcessorService.stubClass:com.ofss.digx.appx.fileupload.service.host.FileProcessedNotifProcessorService
FileProcessedNotifProcessorService endpointName:FileProcessedNotificationProcessorPort
FileProcessedNotifProcessorService.stubService:com.ofss.digx.appx.fileupload.service.host.FileProcessedNotifProcessorService
FileProcessedNotifProcessorService proxyClassName:com.ofss.digx.appx.fileupload.service.host. FileProcessedNotificationProcessor
FileProcessedNotifProcessorService.timeOut: 1200000

e Change the URL for AlertProcessorService.url and FileProcessedNotifProcessorService.url (Note
the hostname and port should be of OBDX managed server created by installer)

B wsconbg propeties- Notepad

File
AlertProcessorService.service:AlertProcessorService

AlertProcessorService.namespace:http:/host.service.alerts.appx.digx.ofss.com/
AlertProcessorService.url:http:/mum00aom.in.oracle.com:9015/obdx/AlertProcessorService 2wsdl
AlertProcessorService.stubClass:com.ofss.digx.appx.alerts.service.host. AlertProcessorService
AlertProcessorService.endpointName:AlertProcessorPort
AlertProcessorService.stubService:com.ofss.digx.appx.alerts.service.host. AlertProcessorService
AlertProcessorService.proxyClassName:com.ofss.digx.appx.alerts.service.host. HostAlertProcessor
AlertProcessorService.timeOut: 1200000

FileProcessedNotifProcessorService service:FileProcessedNotifProcessorService
FileProcessedNotifProcessorService.namespace:http:/host.service fileupload.appx.digx.ofss.com/
FileProcessedNotifProcessorService. url:http://mum00aom.in.oracle.com:9015/obdx/FileProcessedNotifProcessorService ?wsdl
FileProcessedNotifProcessorService.stubClass:com.ofss.digx.appx fileupload.service.host.FileProcessedNotifProcessorService
FileProcessedNotifProcessorService.endpointName:FileProcessedNotificationProcessorPort
FileProcessedNotifProcessorService.stubService:com.ofss.digx.appx.fileupload.service.host. FileProcessedNotifProcessorService
FileProcessedNotifProcessorService.proxyClassName:com.ofss.digx.appx.fileupload.service.host.FileProcessedNotificationProcessor
FileProcessedNotifProcessorService.timeOut: 1200000

Fomat_View Help

7 wconfigproperties - Notepad
Fie Edit Fomst View Help

AlertProcessorService.service:AlertProcessorService
AlertProcessorService.namespace:http://host.service.alerts.appx.digx.ofss.com/
AlertProcessorService.url:http://mum00aom.in.oracle.com:9015/obdx/AlertProcessorService ?wsdl
AlertProcessorService stubClass:com.ofss.digx.appx.alerts.service.host. AlertProcessorService
AlertProcessorService.endpointName:AlertProcessorPort
AlertProcessorService.stubService:com.ofss.digx.appx.alerts.service.host. AlertProcessorService
AlertProcessorService.proxyClassName:com.ofss.digx.appx.alerts.service.host. HostAlertProcessor
AlertProcessorService.timeOut: 1200000
FileProcessedNotifProcessorService.service:FileProcessedNotifProcessorService
FileProcessedNotifProcessorService.namespace:http://host.service fileupload.appx.digx.ofss.com/

FileProcessedNotifProcessorService.url:http://mum00aom.in.oracle.com:9015/obdx/FileProcessedNotifProcessorService 2wsdi
FileProcessedNotifProcessorService.stubClass:com.ofss.digx.appx.fileupload.service.host.FileProcessedNotifProcessorService
FileProcessedNotifProcessorService.endpointName:FileProcessedNotificationProcessorPort
FileProcessedNotifProcessorService.stubService:com.ofss.digx.appx fileupload.service. host. FileProcessedNotifProcessorService
FileProcessedNotifProcessorService proxyClassName:com.ofss.digx.appx fileupload.service.host.FileProcessedNotificationProcessor
FileProcessedNotifProcessorService.timeOut: 1200000

e Save changes.
e Click OK.
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T T

Add Bdract Test Copy Move Delete Info

¥ [ causers\bocu r ubs.notification.mdb.earcom.ofss.extsystem.ubs.notification jar\ v
Name Size Packed Size Modified Created Accessed Attributes Encrypted  Comment
com 1193325 331567 2017-07-21 11:27 D drwar-xix
META-INF 4543 1808 2017-07-21 11:27 D drwr-srx
[Hlwsconfig.properties 1420 288 2017-07-21 1127 -ttt
7-Zip X

File 'wsconfig.properties’ was modified.
Do you want to update it in the archive?

e Navigate back to obdx.externalsystem.ubs.notification.mdb.ear

- o %
File Edit View Favorites Tools Help
2

o= v ow o= X i

Add Edract Test Copy Move Delete Info

4 [ causermoc folderiobd ".ubs.notification.mdb.caricom.ofss.extsystem. ubs. notification jar v
Name Size Packed Size Modified Created Accessed Attributes Encrypted Comment

com 1193325 381587 2017-07-21 11227 D drvect-sxr-x

META-INF 4543 1808 2017-07-21 11227 D drvo-sr-x
) wsconfig.properties 1420 288 2017-07-21 11227 rwereere-
e Click OK
- O e
File Edit View Favorites Tools Help

a

o= v W = K 0
Add Edract Test Copy Move Delete Info
[ causemio ts\New folder\obd: em.ub: db.ear\com.ofss.extsystem.ubs.notification jart ~
Mame Size Packed Size  Modified Created Accessed Attributes Encrypted Comment

com 1193325 381587 2017-07-21 11:27 D drosr-xr-x

META-INF 43543 1808 2017-07-21 11:27 D drwsr-xr-x
3 1421 288 2017-07-2521:06 2017-07-2521:03 2017-07-2521:03 Iy

7-Zip

File ‘com.ofss.extsystem.ubs.notification.jar’ was modified.
Do you want to update it in the archive?
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Ci\Users\Doc folder b: ation.mdb.ear!, - ] *
File Edit View Favorites Tools Help

Y L

Add  Extract Test Copy Move Delete Info

¥ ‘IEI Ci\Users\Doc f ubs, ation.mdb.ear, ~
Name Size Packed Size  Modified Created Accessed Attributes Encrypted Comment

(APPUINF § 3783 283 3350626 2017-05-1911:57 D drwacr-xt-x -

META-INF 1660 862 2017-07-2111:29 D drwar-x-x
[ £ com.ofss.extsystem.ubs.notification jar 481369 398685 2017-07-2521:07 2017-07-252107 2017-07-2521:07 A

Deploy the updated obdx.externalsystem.ubs.natification.mdb.ear using below steps.

e Login into Weblogic Admin Console (OBDX domain created using installer) and navigate to
Deployments

Sumemary of Deploymests.

Canfiguration  Contrsl  Hangsring

oy selecing the: checkbax ses 1 the appicatos name and hen ucing e cariel sn s page.

sl or ke lctabed apabcaions wnd modules o e

e o aplopast 15 arges 1 Gensn, ek Tnstall

Shownng 105100663 Previa | et

Sute  emh | T Torgets Scope | Gomain Partons Deptoyment Order
21e0 s Lirary i |G 1w
acte Ly samasenar | ot 10
—— [ = [PIRTI— P Tu0
[ER—— noweres | sl 10
[am—_— ta Gl 0
.#u~ | | | w0
e ool o
= .IZI:mI 190
System Status Mo Gsbal | 180
e e [am [wox | websotaten [samsemee [ s

o Showing 12 10 of 68 Previeus | Next

e Click Lock & Edit
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[ Summary of Degioyme: X B - o >

€ C | D mumDObztE001, wole. fpb=truel_pagelabel=AppDepis ntreiPage w0
ORACLE WebLogic Server sdmnitiston Corsole 126
=== 8 e g Ot Proferences (83 Rncad e &l Welcome, weblogic | anvecte : DOEA_es_1
e st ot ey 5 i irmrteie Sy 4 2 i i T e
it .
e T
st ———
Cumein: the demein the pegn.
To sl 5 new apsheaton or madsle for deployment tn targess in s doman, dhck nstall.
b Customize this table
Oeployments
i, (i (55 S 1180 |
== = i = e —
e 4133138 o s arssion | 0
- ) = = s B =
P & My 4T Sra0e domsis webapg(10,122.1.1.0] are 1 Uary prr— Glsbal I 150
+ estall an emtersrise asghcation ‘ 5 [ e OBEAR o |B'-"-’¢ﬁw estalerTent Glsbal 0
e [~ = e E
prontoa i [— = o b e i
+ o s [Ty — - e [P -
R e — = Ty P P =
System Statvs El oot dpavsnservce s - | Exterae ovication ataleTet | clebal Tiea
e [ gowssemavmiizin e | [ e[ :
! o ) S LU
I

e Click on Install

/ [} Summary of Deploymer X '\

<« C | ® mum00bzt3001/console/console portal?_nfpb=true&._pageLabel=AppDeploymentsControlPage

ORACLE' webLogic Server Administration Console 12¢ _

Change Center @ Home Log Out preferences B Record ke || ||Q

oo of M5 >Summary of JHS Configuration >NOTIFY_DEST_QUEUE > ry of Deploy
o pending changes esist. Click the Release. Summary of Deployments.
Configuration button to allow others to edit the
domain Configuration | Control | Monitoring
Lock & Edl
Release Configuration the list of Java EE applications and icati i o this domain.

You can update (redeploy) or delete installed applications and modules from the domain by selecting the checkbox next to the application name and then using the controls on this page.

2 To nstall a new application or module for deployment to targets in this domain, click Instal

P Customize this table

tartup and Shutdown Classes State  |Heath | Type Targets .
- Deployments

-Senices [0 | yad.oracle businesseditor( 1.0,12.2:1.1.0} Actve Ubrary Adminserver [«

Security Realms

Interoperability [0 | apyadforaciedomain(1.0,12.2.1.1.0) Active Library Adminserver [
= Diagnestics ~ e — mmm

Click on Upload your file(s)

[ install Appication Assst %

& & C | mum0Dbzeaoo1 console/console portal?_nfpb-tnued_pagelabel-AppApplicationinstaliPage

ORACLE Webtogk Seee s 2 C ——

Change Center @ vome L350t Preferences (55 Recard Help a welcame, wi
S e = Sumenary o 4 pen s 5 Makon »Confguention HOTIFY_DEST_QUELE_FCLE »(SFarmgrsarra > Semraryof Serars > Summary of Duploymants
o pending changes exse. Cck the nelesse | Insiall Application Assistant
Configuration buttun to o othes o ede the
dama. Back] (1] | (P
Uodk & Ea
Lt ot |
stlectthe e path acphcaon rost dnectory, echive ie, aopicaion madule dsscgtor hAL ¥0u WaPkta tal. You Can aes enterthe path o the appication deectoe of fie i the Path fek,
[Samals Sruchess Hote: Oniy vaid il paths are displayed belom. If you camact find your desioyment el Upload your fles) fdfor canfirm that your applicaton contains the required deslayment descipters.
0BT INS _TEST s
F-Damain Parttons Path: [Ihame/devops/domain/OBDX_INS_TEST
mirormert
i Recently Used Paths: (nane)
B-oumen Current Location: mumoobit  home j devogs | doman | GBOK_Ies_TEST
Coperence Custers
Resource Geoups el
Resource Group Temlates 3 commen
machines 3 conhg
Virtual Hosts 5 e
Virtual Targets =
Wk Hanagers -
concumen vengiaes 1 wrignal
) semen
How do B D stoe
3 cycman
« Shart and st deployed enterprine
apphcation B] (g | () |
= Canfigure on emerprse sppicaten,

e Click on Choose File
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[ Install Application Assist: X

< cle 01/consale/c pRARR InstallPortlet_actionOverride=/com/bea/consale/actions/app/install/selectUploadApp
ORACLE' webLogic Server Administration Console 12¢ _
Change Center @ Home Log Out Preferences [&] Record Help
e & o >Configuration >NOTIFY_DEST QUEUE FCDE > UESFarsignServer »Summary of Servers >Summary of Deployments
Mo pending changes exit. Clck the Release Install Application Assistant
Configuration button to allow others to edit the
omain Back| |ex| | [Finih | || Cancel
Lock & Edil
Upload to the Administrati
Release Configuration
Domain Structure Click the Browse button below to select an application or module on the machine from which you are currently browsing. When you have located the file, diick the Next button to upload this deployment to the Administration Server.
BOI_INS_TEST - Deployment Archive:
-Domain Partiions
~Servers Upload a deployment plan (this step is optional)
- Clusters
Coherence Clusters A deployment plan is a configuration which can supplement the descriptors included in the deployment archive. A deployment will work without a deployment plan, but you can also upload a deployment plan archive now. This deployment plan archive wil |

related links for additional information about deployment plans.
~Resource Groups

~Resource Group Templates

~Hachines Deployment Plan Archive: Choose File | No file chosen

~Virtal Hosts

~Virtual Targets Back| |ex| | [Finish | || Cancel
“Work Managers

~Concurrent Tempiates

- Resourre Mananement

How do L. a

¢ Navigate to customized obdx.externalsystem.ubs.notification.mdb.ear and click Open

[ testa Appication Assitr

€« C @ mumbObzts

ORACLE wentogic arer st corms 2 I
preeer— | rome g e 5 e 1 wielcome
N v— e 7 et T ST GUALRICD v ey o v Sy of Dot
o gendi
Conigual &« 4 || « Documents » Newfolder » v o »
domain,
Organize = New folder =- m @
L] @osuments & e . Dmemodified  Type ~
Deman e lags 205PM  Fie fokder vou are curventy browsing. Vihen yeu have located the ie, cick the Hext buftcn o sioad (i deployment o the Admiishration Server.
i TeETTE M
B oond o ) [ Ehoose Fie |
2 oond configtar Guenes ST S0P cider Shosen s, Ho fa chosen
S Ei 5 WAOTTAZPM N Docement
| Devat =) buidar SAGENTIPM ML Document
etsystems ol B Rokment aechive. A dasloyestat wilwork WG deploymant gan, but a0 spload
8 . mant sechive. & desioyenant willwor 2 deploymant Vou can aso weioad 3 v o
ol ] Latest_ Reision DB ot Test Bocumen
| Latest_Revision SEEDb Test Document
[ = i ML Bocument | Choasa Fila | Ho fis chosen
Trstaller Foe obduerernalsystemubs.notification.md... | 7/25/2017 608 P EAR File
MobaXlem (4] jdbesjar SAD16642 M Executable JarFil
Ao | PastHeadDE.t GRAITHNPM  Test Bocument
New falder ] PastHesdSEED bt GBANTHNPM Tt Document ¥
v < >
- Fil name: bl eternalsytem.ubs nolication,ma.ea | | Al Fles -
+ Contn
e Click Next
[} Instal Applicaton Assist. X
€ & € | ® mum00bzts001 fconsolefconsole portalZAppApplicationins: Override=/com/ tions/app/installjselectUUpioadAy
ORACLE' webLogic Server Afminstraton Conzole 12 _
haagaCaster 1 Homs Log Ot Peferces (] Resod il
s Home »Sermmary of U5 Modhles >UESSystaeticl >Scrmiey of 5 Mochdes U Sytarebichin UBSFegrSares >Conbiueaton >NOTIFY_DEST_QUELE. FCOB \RSForesSavr »imaryofSerars >Surmrmary f Doplaymants
o pending changes exst. Cick the Releace Install Application Asssstant
Canfiguration Batton to skow athers to edit the

] ) | P |

Lock 8 Eat

Upload a deployment to the Administration Server

ick the Browse button belour to select an application or mode n p Vihen you

, ek load this Administration Server.
Deplorment Archive: Choose File | obdx extema . ion mdb ear

Upload & deployment plan (this step is optionsl)

e ot n n - werk sithau & deplayment pla, bt you can s upload  deplaymnt oan archive o, This desoyment ol echive vl be a drecto
related links for additional information about deployment plans.
w
Heseuree Groep Temploies Archive:
Beenapndi Beplopment Plan Archive: Chaose il | No file chosn

etual Hests

ctual Targeis Finish| | | Cancs

v
~Concurrent Temglates.

e Click Next
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[) et Appication Assz: X

€ C  ® mumbd

ORACLE WebLogic Server Asmrisirston Conisi 120

s B e g 0t erences (5] necct i

SR S Mescages

o pendinchasges e, Cickte Reee .
Canhraten e v s athss o i che | 4 T e chdeealto. b oot e ho been sooaded sl o Pl e doman OBCX_INS_TEST s dnServerpt
P

Tastall Application Assistant
Back] | Mat | Fiih || Cancat

Locate deploymeat to inctall and preare for deployment

Select the e path Bt represents the pskcation roct drectory, archve S, exploded arche drecory, or pslicsbin

Post Installation Steps

‘Welcome, weblogic | Corsected a: 0BDX_INS

Summary of Deployments

You can sso entes the path o
Mote: Only vabd te pachs are deptayed below. 1 you canackfnd your degioyment e, Llsad your Bels) and/or <

orfle i the Path el

path: CINS_TEST) ubs notification mdb eariapp/obia axtemalsystem ubs notification mdb ear
Recently Used Paths: (one)
Curreat Location: mum0zbzt  heme | devops / doman | CECX_JNS_TEST | servers | AdmisServer | sk | o xtemalsstem.abs scbfcaion.mab. et | 199

Back

Wk Hisnagers

Concurrent Temgiates

e Select “Install this deployment as an application” and click Next

[ Install Application Assist: X%

<« C | ® mumoobzt:8001/console/consle. portal?AppApplicationinstallPortlet_actionOverride=/com/bea/console/actions/app/install/appSelected

ORACLE WebLogic Server Administration Console 12c

Change Center
View changes and restarts

o pending changes exis. Click the Release
Configuration button to allow others to edit the
domain,

Lock & Edit

Release Configuration

Domain Structure

-Domain Partitions

~-Servers

“Resource Groups
~Resource Group Templates
“Machines

~Virtual Hosts

“Virtual Targets

“Work Managers
“Concurrent Templates
--Resaurcs Mananement.

BDX_INS_TEST -

HowdoL.. =]

« Start and stop 2 deployed enterprise
application

Configure an enterprise application

« Froate 3 denlmument nlan

@ Home Log Qut Preferences [& Record Help Q

Home >Summary of JMS Modules >UBSSystemiodule »Summary of JMS Modues »UBSSystemModule >UBSForeignserver >Configuration >NOTIFY_DEST_QUEUE_FCDB >UBSForeignServer >Summary of Servers >Summary of Deployments.

Install Application Assistant
| Back| [MNext| ‘ Finish ‘ Gancsl
Choose installation type and scope
Select i the deployment should be installed as an application or brary. Alsa decds the scope of this deployment.
The application and its components will b targeted to the same locations. THis is the most common usage.
 Install this deployment as an application
Applicaton lbrares are deployments that are avaiable fo other deployments to share. Libraries shold be avaiable on all of the targets runring thei referencing applications

Install this deployment as a library

© mstall thi as an application, but target indivi

Useful when one or more of the modules or components must have targets unique from the rest of the application.

Select a scope in which you want to install the deployment.

Finish | | | cancel

e Select Cluster as target and click Next

[ Install Application Assist X

<« € | ® mum00bzt:8001/console/console portal?ZAppApplicationinstallPortlet_actionOverride:

/com/beafconsole/actions/app/install/targetStyleSelected

ORACLE WebLogic Server Administration Console 12¢

Change Center

View changes and restarts

o pending changes exist. Click the Release

Configuration button to allow others to edit the
main,

Tock &Edit

Release Configurstion

Domain Structure

BDX_INS_TEST s
-Domain Partitions

Servers

-Clusters

~~Caherence Clusters
~Resource Groups
~-Resource Group Templates
~Machines

“Virtual Hosts

“Virtual Targets
~Work Managers
~Concurrent Templates
—Resquice Management.

How do .. a

« Start and stop a deployed enterprise
application

e Click Next

@ Home Log Out Preferences

Record Help

Home »Sumeary of JMS Modules >UBSSystemblodule > Summary of JMS Madules

/_DEST_QUEUE_FCDB >UBSForsignSanver >Summary of Servers > Summary of Deployments.
Install Application Assistant

Back | | est| || Finsh | || Cancel

Select deployment targets

Select the servers and/or dusters to which you want to deploy this application. {You can reconfigure deployment targets later).

Available targets for obdx.externalsystem.ubs.notification.mdb :

[servers |

e |

Clusters

¢ InstallerTest

Al servers in the cluster
Part of the cluster

() oBDX_INS1

Back

Finisn | | [ Cancel
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[} Instell Application Assist- X

< clo 1/console/c rtal?AppApplicati let_actionOverride=/com/bea/console/actions/app/install/applicationTargetsSelected

ORACLE' webLogic Server Administration Console 12¢ -
Change Center @ Home Log Out Preferences (B Record Help Q

e Home >Sumeary of M5 Moduies >UBSS sterodule >Sumemary of JUS Mochles >UBSSystarmiloduie > UBSForsignServer >Canfguration >NOTIFY_DEST_QUEUE_FCDE >UBSForsignServer »Summary of Servers >Summary of Deployments

MNo pending changes exist. Click the Release Install Application Assistant
Configuration butten to allow others to edit the
Optional Settings

Release Configuration
——————— You can modify these settings or accept the defaults.
Domain Structure * Indicates required fields
BDY_INS_TEST Py
~Domain Parttons General
What do you want to name this deployment?
*Name: obdx externalsystem ubs notification. mdi
Specification Version: 17.2.00.0
Implementation Version: 201707211119
Security
" W " - \What security model do you want to use with this application?
How do I... = ) DD Only: Use only rol i are defined in
» Start and stop a deployed enterprise ) Custom Roles: Use roles that are defined in the Administration Console; use policies that are defined in the deployment descriptor.
application
« Configure an enterprise application Custom Roles and Policies: Use only roles and policies that are defined in the Administration Console.
» (Create a deployment plan
« Target an enterprise application to a server () Advanced: Use a custom model that you have configured on the realm’s configuration page.
instance

« Test the modules in an enterprise application

Click Finish.

[ s *

€ & C |® mumdDbzt:8001/console/console ports

P Y=y P———— I

[— 1 Home LogOut Preferences (5] Record Hele a ‘Welcome, meblogh
e P Mt DSyt > o 4 ks S5 ptemock o >S5 Srvs »Crkgurson SNOTTFY_DEST QUELE.FIDR USSP PP —— T —
o parding hanges et Cick ha Reiase | 1nstall Application Asistant
Confauraion bttt o tber o 23 e

ek (st Gancel

Gk s Ea
Review yaur chosces and chek Finish
the deployment. This may take a few mements to complete.

Addrions| Configuration
a_pe - In arder to work successfull, this sppheaton tdmonsl config th b s this assistant?

® Yes. take me to Uhe deployment's configuration scree,

o, il eviews the configuration ater.
Summary
Deslayment: ans ? Fr——
ame: T ——
| saging Hode: Use the defauts defined by the chasen targets
How do I a Ve the
« Start and shop a deployed estmpmisn ‘Secunty Hodek DRy Use ol roles and polioes that are defined in the deploymest descrtses:
it
= Configere an enerprse aophcabon Scope: el
« Crestea degioymest pan Target Summary
- Toret an enersie sshcston to n sever
=== =

- Test the sl o 4 et 99060 | || e extemaystem, b matieaton milb car [t

System Status _| | Bock| Vlr:z‘ﬂ‘ﬂ

Mot Bunnins Sorvers s of 1268 D3

e Click Save.

Oracle Banking Digital Experience Installer User Manual 59



Post Installation Steps

[ Settings for obdxextern: X

< C | ® mum00bzt8001/console/console portal?_nfpb=trued:_pageLabel=AppApplicationOverviewPage@AppApplicationOverviewPortiethandle=com.bea.console.handles AppDeploymentHandle%28"com.bea%3AName%3Dobd
ORACLE WebLogic Server Administration Console 12¢ -
Change Center @ Home Log Out Preferences [&] Record Help

Home >UBSSystemiodule >Summary of IMS Modules >UBSSystembodule >UBSForeignServer >Confguration >NOTIFY_DEST_QUEUE_FCDE > UBSForeignServer >Summary of Servers >Summary of Jbs.notification.mdb

View changes and restarts
Pending changes exist. They must be activated |  Settings for obdx.extemalsystem.ubs.notification.mdb
to take effect

Overview | Deployment Plan | Configuration | Security | Targets | Control || Testing | Monitoring | Notes
« Adivale Changes.

Undo All Changes

RTINS Use this page to view the general configuration of an enterprise application, such as its name, the physical path to the application files, the associated deployment plan, and so on. The table at the end of the page lists the modules (such as Web
DX INS TEST N the name of the module to view and update its configuration.
~Domain Partiions
" ‘; nmen Name: obdx.externalsystem.ubs.notification.mdb. ‘The name of this enterprise application. More
--Servers
Qusters Scope: Global Specifies  this enterprise application is accessi
~Coherence Clusters
-Resource Groups
- Resource Group Templates Path: 1 home/ devops/ domain/ OBDX_INS_TEST/ servers/ AdminServer/ upload/ obdx, extemalsystem. ubs. notification, mdb. ear app/ obdx. externalsystem. ubs,  The path to the source of the deployable unit o
Machines .
Virtual Hosts
Vikual Targes Deployment Plan: (no plan specified) The path ta the deployment plan document on
~Work Managers §
- Concurrent Templates Staging Mode: (ot specified) Specfies whether a deployment's fles are copi
Bl - area during application preparation. ~ More Infc
How dol... E| | Plan staging Hode: (not specified) Specifies whether an application’s deployment |

staging area during application preparation. M
o Start and stop a deployed enterprise

application Security Model: DDy The security model that is used to secure a de
« Configure an enterprise apslication
+ Greate a deployment plan 45 Deployment Order: 100 An teger vbu thatindicees whenth unk

nfo...

+ Target an enterprise application to 2 server

instance

Deployment Principal Astring value that indicates the principal that s

« Test the modules in an enterprise application fm: This principal will be used to set the current sul

‘ApplicationL fecydleListener. If no prinpal nam

e Click Activate Changes

[ Settings for obdx.extern: X

andle=com bea.consolehandles.AppDeploymentHandle%%28"com.bea%

iewPortletl

< € | ®@ mum0bzt:8001/cansole/console.portal?_nfpb=true&:_pagelabel=AppApplicationOverviewPage&AppApplicationOve

ORACLE webLogic Server Administration Console 12¢

@ Home Log Out Preferences

Change Center Record Help

Home »UBSSystemModule >Summary of JMS Modules >UBSSystembodule >UBSForeignServer >Configuration »NOTIFY_DEST_QUEUE_FCDB >UBSForeignServer > Summary of Servers >Summary of Deployments >obdx.externalsystem.ubs.notifica

View changes and restarts
Messages

Pending changes exist. They must be activated
to g & settings updated successfully.

pbictivale Channes, ‘Settings for obdx.extemalsystem.ubs.notification.mdb

Overview || Deployment Plan | Configuration | Security | Targets | Control | Testing | Monitoring | Motes

Domain Structure Save
BOX_INS_TEST -

~Damain Partitions

Use this page to view the general configuration of an enterprise application, such as its name, the physical path to the application files, the associated deployment plan, and so on. The table at the end of the page lists the modules

the name of the module to view and update its configuration.

Servers
~Clusters
~Coherence Clusters Name: obdx. extemalsystem ubs.netification.mdb ‘The name of this enterprise appli
~Resource Groups
Resource Group Templates: Scope: Global Specfies if this enterprise applica
Path: J home/ devops/ domain/ OBDX_INS_TEST/ servers] Adminserver/ upload obdy. extemalsystem. ubs. notification. mdb. ear/ app/ obdx, externalsystem, ubs,  The path to the source of the deg
fication. mdb. ear
o . n «| | Deployment plan: (o plan specfied) ‘The path to the deployment plan
Howdo L. =) | staging Mode: {not specified) Specfies whether a deployment's

area during application preparatic

« Start and stop a deployed enterprise
application Plan Staging Mode: (ot specified) Specifies whether an application’s
staging area during application pr

Configure an enterprise application

« Create a deployment plan

Security Model D0Only ‘The security model that is used tc
« Terget an enterprise application to 2 server
instance
5] Deployment Order: 100 An integer value that indicates wt
- Test the madules in an enterprise appiication Info...
=] | 3 eployment principal A string value that indicates the p

System Status ‘This principal will be used to set t

Name:
ApplicationifecydeListener. 1f no

Health of Running Servers as of 3:50 PM

" Failed (0) | save|
—

Critical (0)

Oracle Banking Digital Experience Installer User Manual 60



Post Installation Steps

[ Settings for cbdxextern: X

& C | ® mumoobzt5001/c portal?_nfp _pagel: ppApplicationOve ge8iAppApplicationOv lethandle=com.bea.console handles AppDeploymentHandle("com.bea:Name =obdx.externalsy
ORACLE' WebLogic Server Administration Console 12¢ -
Change Center @ Home Log Out Preferences [ Record Help
I S Home of 245 chles . 1v_oEST_qUELE P08 >Sumenary of ion.mdb
Messages

Click the Lock & Edit button to modify, add or
delete items in this domain, P All changes have been activated. No restarts are necessary.

Look & Edi, Settings ibs.notification.mdb

Release Configuration
Overview | Deployment Plan | Configuration | Security | Targets | Control | Testing | Monitoring | Notes

Domain Structure
Click the Zock & Editbutton in the Change Center to modify the settings on this page.

BOX_INS_TEST S
~Domain Partitions Save
- Servers 3
- Clusters Use this page to view the general configuration of an enterprise application, such as its name, the physical path to the application files, the associated deployment plan, and so on. The table at the end of the page lists the modules (such a5 Web

the name of the module to view and update its configuration.

Resource Group Templates: Name: obdx.externalsystem.ubs.notification.mdb. The name of this enterprise application. More
Machines

“Virtual Hosts
“Virtual Targets
“Work Managers 1 home/ devops/ domain/ ©BDX_INS_TEST/ servers/ AdminServerf uploady obdx, extemalsystem, ubs, notfication. mdb, ear/ app/ obds. extemalsystem. ubs,  The path to the source of the degloyable unit o
Concurrent Templates notificatic db. ear

Resource Management

Global Species f this enterprise application s accessi

Howdo I... e Deployment Plan: (no plan specified) The path to the deployment plan document on
+ Start and stop 2 deployed enterprise Staging Mode: (not specfied) Specfies whether a deployment’s files are copic
application area duting application preparation.  More Inf¢

Configure an enterprise application

- e domet o Planeging s (el EAr b e
+ Target an enterprise application to a server
instance ‘Security Model: DDOnly. The security model that is used to secure a dep
« Test the modules in an enterprise application
& 100 An integer value that indicates when this unitis
System Status a infe...
Health of Running Servers a5 of 3:59 P11 4] Deployment Principal Astring value that indicates the principal that
Name: his principal il be used to set the current sul
[ ——10) Applicationl fecycleListener. If o principal nam
citical (0)
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Fileupload with UBS

Refer below document for File upload configuration with UBS

Oracle Banking Digital Experience File Upload Report Configuration

OBDX with OBP Base (Installation with Oracle Banking Platform)

Refer below document (section 5.2 OUD configurations in OBP) for User Authentication required for
integration with OBP

Oracle Banking Digital Experience OBP Base Setup and Configuration

OBDX US LZN with OBP US LZN (Installation with Oracle Banking Platform US LZN)

Once OBP Base setup and configuration is complete, refer below document to apply LZN Installer
required for integration with OBP 2.5.0.2 US LZN.

Oracle Banking Digital Experience OBP US LZN Setup and Configuration

OBDX with OFSLL (Installation with Oracle Services Lending and Leasing)

Refer below document for OFSLL Installer required for integration with OFSLL
Oracle Banking Digital Experience OFSLL Setup Configuration

OFSLL supports social media integration. Refer Oracle Banking Digital Experience Origination Social
Media Integration document.

OHS

OHS server needs to be configured for all FLAVOR’s as a mandatory activity.

To configure OHS server follow steps mentioned in below document before proceeding further.

Oracle Banking Digital Experience OHS User Interface Configuration
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9. OBDX Product Verification

OBDX Product Verification

Start managed server and verify all deployed application’s are in Active state (as shown below).

[RAuditMDBEAR Active | 4 0K Eﬁ{cﬂ;&:ﬂ obdx_cluster | Global
= - 2 , o Enterprise
LITIBatchREJnurcenda;tE Active | ¥ OK application obdx_cluster | Global
B coherence-transaction-rar Active | OK issa‘::erlc'e ’:ﬂ;nxifflsrs\;g? Global
= com.afee.di . Enterprise
Lljccn -ofss.digw.app.connector Active | ¥ OK application obdx_cluster | Global
L‘=ITIcom.ofss.digx.appx.ser\.’ice.rest Active | % OK Eﬁirfar‘i]s:n obdx_duster | Global
= com.ofec.di - . Enterprise
Lljccn .ofss.digx.appx.service.soap Active | ¥ OK Anplication obdx_cluster | Global
if obdx.app.core.domain{17.2.0.0.0,201707120532) Active Library AdminServer,
= obdx_cluster
if obdx.app.core.patch(17.2.0.0.0,201707120532) Active Library AdminServer,
= cbdx_cluster
Iﬁctd.\c.a|J|J.domain(l?.2.0.0.0,201?0?120532:: Active Library obdx_cluster
i obdx. app.security(17.2.0.0.0,201707120532) Active Library AdminServer,
= obdx_cluster
i obdx. app.wsdl.domain(17.2.0.0.0,201707120532) Active Library AdminServer,
= obdx_cluster
ﬂ%lobd . externalsystem.ubs(17.2.0.0.0,201707120532) Active Library obdx_cluster
= obdx.externaleystem.ubs. notification.mdb Active Ente_ruri_se obdx_cluster
LG Application
i obdx. thirdparty.app.demain(17.2.0.0.0,201707120532) Active Library AdminServer,
= obdx_cluster
- Enterprise
R | Activ A
3] LI_IResortsHDEE-R Active | % 0K Application obdx_cluster

To login into application, new user needs to be created in OUD refer section 9.4 (Creating the Attributes,
bject Class, Users, Groups and Adding Optional Attributes on LDAP Server) of document “Oracle
Banking Digital Experience Installer Pre-Requisite Setup Manual” mentioned in section 1.5 Related

Information Sources.

To verify the installation, launch below URL

Flavor: OBDX (Installation with Third Party System) & OBDX with UBS (Installation with Universal

Banking Solution)

http://<OHS server ip or hostname>:<OHS port>

Flavor: OBDX with OBP (Installation with Oracle Banking Platform) & OBDX with FLL (Installation

with Oracle Financial Services Lending and Leasing)

http://<OHS server ip or hostname>:<OHS port>/index/public/model-bank.html?module=home
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Check if the page loads successfully.

[E) Welcome To Oracle Bani X '\ | - a X
€« clo /2module=home *|@ :

2. ZigBank Bliogin

Choose from our range of products

0
ab
gl

Dayl Configuration

OBDX with UBS (Installation with Universal Banking Solution)

Refer below document (section 3. System Configuration) for Dayl configuration required for integration
with UBS

User Manual Oracle Banking Digital Experience Core

Once dayl is completed, application is available for end-user transactions.

Note: Post Dayl restart of Managed server is mandatory

OBDX (Installation with Third Party System)

Refer below document for Day1 configuration required for integration with Third-party System
Oracle Banking Digital Experience Third Party Configuration

Once dayl is completed, application is available for end-user transactions.

Note: Post Dayl restart of Managed server is mandatory
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OBDX with OBP (Installation with Oracle Banking Platform)

Refer below document for Day1 configuration required for integration with OBP

User Manual Oracle Banking Digital Experience Core

Once dayl is completed, application is available for end-user transactions.

Note: Post Dayl restart of Managed server is mandatory

OBDX with OBP (Installation with Oracle Banking Platform) US LZN

Refer below document for Dayl configuration required for integration

User Manual Oracle Banking Digital Experience Core

Once dayl is completed, application is available for end-user transactions.

Note: Post Dayl restart of Managed server is mandatory

OBDX with FLL (Installation with Oracle Financial Services Lending and Leasing)

Refer below document (section 5.1 System Configuration) for Dayl configuration required for integration
with OFSLL

Oracle Banking Digital Experience OFSLL Setup Configuration

Once dayl is completed, application is available for end-user transactions.

Note: Post Dayl restart of Managed server is mandatory

Chat Bot Configuration:

Refer below document for Chat Bot configuration.

Oracle Banking Digital Experience Chatbot Configuration

Mobile Application Builder:

Refer below documents for Mobile Applications build and setup.
Oracle Banking Digital Experience Mobile Application Builder-Android
Oracle Banking Digital Experience Mobile Application Builder-iOS
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10. OBDX Product Security

Refer below document for OBDX product security configuration

Oracle Banking Digital Experience Security Guide
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11.

Troubleshoot Overview

Troubleshoot Overview

This section describes how to troubleshoot OBDX setup.

Invalid database password

This topic contains troubleshooting information if you receive an error when attempting to connect to the
database server.

If you get the following error:

Oracle Banking Digital Esperience

Try one of the following:

o Verify that the database is running.

e  Check Network connectivity between Weblogic Server and Database server.
e  Check the database configuration in installer.properties file

e Verify that the entered password is correct.

cx_oracle module

This topic contains troubleshooting information about problems with cx_Oracle python module.

If you get the following error:

Execute the below command:
export LD_LIBRARY_PATH=/usr/lib/oracle/12.2/client64/lib:$ LD_LIBRARY_PATH
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Failed Database Scripts

This topic contains troubleshooting information in case of database script failures.

If you get the following error in DB_installation.log:

2017-87-13 13:45:41,747 DEBUG Executed /scratch/jenkins/0BDX Installer/ExecInstances/13Jul1338/db/UBS/seed/MSTENTITYUSERTYPELANG. sql successful
2017-67-13 13:45:41,796 ERROR Executed /scratch/jenkins/0BDX Installer/ExecInstances/13Jul1338/db/UBS/seed/nstlang. sql failed
2017-07-13 13:45:41,796 DEBUG total scripts=15
2017-07-13 13:45:41,797 DEBUG scripts successfully executed=14

Check the detailed log of the failed SQL file at OBDX_Installer/Execinstances/<DDMonthHHMM>
/logs/db folder.

Invalid database objects

This topic contains troubleshooting information about problems with invalid objects in UBS schema.

If you get the following error:

- @ L&
[
cs-Hia Fe
(pbos =] _|Name ITyee Compited
0 et @ DIGK DOMESTIC_CLEARING CODES PROCEDURE | 7/20/2017 85727 AM
1 Recydebin i% DIGX_FILEUPLOAD_STATUS PROCEDURE | 7/20/2017 95727 AM
) Furcsers % DIG(FILEUPLOAD_STATUS SYNC  PROCEDURE | 7/20/2017 55726 AM
21 Procedees @ DIGX FILEUPLOAD_STATUS_UPDATE PROCEDURE  7/20/201755726 AM
1 Packages ® DIGK FINANCIAL INST_CODES PROCEDURE | 7/20/201785727AM
21 Package bodes B FCC_VW_CTB_ENTRIES HSTORY  VEW (201201795846 AM
Qs @ COM_DIGX FILEUPLOAD PACKAGE 7726201780229 AM
% I"’“‘“"e‘ & COM_DIGX_FILEUPLOAD PACKAGE BODY 7/20/2017 35848 AM
a h’f"’:m & DIGX_CLOSING_BAL HIST PACKAGE BODY | 7/20/2017 95848 AM
%m 0 DR&-D4052 ermor ocous ed when boking up semote abect DBDX_UBSN172 DIGK_FL_FT_MASTER! * IGXIN.DRACLE.COM DRA-DD604: esior occumed & recursive SOL level 1 DRAD2095: database Ik DIGHIN.ORACLE COM connects to DBDI IN ORACLE.COM
Queues
(2 Guevetables
(3 Liearies:
{2 Drectores
23 Tables
(3 Views

Fix the problem by doing the following:

e  Check the db link configuration for DIGX

e  Check if the below query gets executed successfully:
e select * from dual@OBDX;
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